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Abstract. Following Gentry’s seminal work (STOC 2009), Fully Homo-
morphic Encryption (FHE) has made significant advancements and can
even evaluate functions in the bootstrapping process, called functional
bootstrapping. Recently, Liu and Wang (ASTACRYPT 2023) proposed a
new approach to functional bootstrapping, which bootstrapped cipher-
texts in 7ms amortized time. Their methods packed the secret key of
the TFHE cryptosystem into a ciphertext of the BFV cryptosystem,
followed by performing functional bootstrapping of TFHE within BFV.
However, while this yields high amortized efficiency, it faces high latency
and computational complexity of O(v/#) ciphertext-ciphertext multipli-
cations due to use of large BF'V plaintext primes that serve as the TFHE
ciphertext modulus, t = 65537, to maximize SIMD slots.

In this work, we adapt their techniques to achieve lower latency func-
tional bootstrapping by relaxing the requirement for prime BFV plain-
text modulus to prime powers, t = p". We first introduce an improved
linear transformation stage, multiplying Laurent Polynomial packed se-
cret key and ciphertexts, a;; and sk;, evaluating a Z,r linear map. With
this, we reduce the number of operations needed to evaluate the lin-
ear phase of bootstrapping. Finally, we generalize their functional boot-
strapping procedure from plaintext space Z; to Z,r via leveraging the
digit extraction algorithm, achieving a theoretical complexity of (9(7"2\/5)
ciphertext-ciphertext multiplications. Additionally, we enable a multi-
valued bootstrapping scheme that permits the evaluation of multiple
functions over a shared input. To the best of our knowledge, this is the
first demonstration of such a method for TFHE ciphertexts that relies
predominantly on BFV-based techniques.

In our experiments, we achieve overall runtimes as low as 49.873s, repre-
senting latency reductions of at least 26 x, while noting a 19x slowdown
in amortized performance.
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1 Introduction

Fully Homomorphic Encryption (FHE) is a type of encryption scheme which
allows for the computation of arbitrary functions over encrypted data, without
undermining security. It has a wide range of applications, including privacy-
preserving machine learning [341/38], private set intersection (PSI) [25] and mul-
tiparty computation (MPC) [11].

FHE was first attained in the seminal work by Gentry [19]. One would first
begin with a somewhat homomorphic encryption scheme. Here, homomorphic
operations would be performed, accruing noise in the ciphertexts with each op-
eration. Eventually, the noise would exceed the threshold for correct decryption
in the ciphertexts and be rendered undecryptable. To overcome this, the some-
what homomorphic scheme would be converted into a fully homomorphic scheme
via a process known as bootstrapping. Bootstrapping performs a homomorphic
evaluation of the decryption circuit, refreshing the noise and thereby allowing
for more operations to be performed. Due to the high cost of bootstrapping,
numerous works seek to improve upon the efficiency of bootstrapping.

The current state of FHE comprises primarily of three different types of
schemes, each with their own characteristics. Brakerski-Gentry-Vaikuntanathan
(BGV) 4] and Brakerski-Fan-Vercauteren (BFV) [3}[14] schemes make up the
first type. These schemes support a Single Instruction Multiple Data (SIMD)
plaintext structure. This is achieved by packing messages into a ring element
using the Chinese Remainder Theorem (CRT) and then encrypting it as a Ring
Learning with Errors (RLWE) ciphertext. This allows for evaluation of circuits
with multiple inputs but shallower depth, allowing for many messages to be
packed and operated on in parallel. As a result, this grants the advantage of lower
amortized time at the expense of higher latency of homomorphic operations.

The FHEW [13] and TFHE [9] schemes comprise the second type. As opposed
to the batching of multiple messages into a ciphertext, these schemes focus on low
latency bootstrapping on single messages. Specifically, a single bit is encrypted
in a learning with errors (LWE) ciphertext and bootstrapping is performed in
conjunction with a NAND gate evaluation between two such bits. Extensions of
the basic FHEW and TFHE schemes for larger plaintext spaces introduced func-
tional bootstrapping, where arbitrary functions on the FHEW /TFHE plaintext
space can be evaluated alongside bootstrapping. This supports circuits of larger
multiplicative depth, offering the advantage of lower latency but at the expense
of increased amortized time. The third variant would be that of CKKS [7], which
supports approximate complex arithmetic as well as the SIMD structure.

1.1 Related work

Several works have attempted to perform bootstrapping of one scheme using
another. This was first introduced in [2] and expanded upon in [33], where scheme
switching can let one take advantage of the strengths of the different schemes.
Recently, [31] proposed a novel bootstrapping framework which bootstrapped
TFHE ciphertexts using BFV. Here, the TFHE LWE secret key and multiple
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TFHE LWE ciphertexts decryptable under the same secret key are packed into
one BGV RLWE ciphertext and plaintexts respectively. A homomorphic linear
transformation is then evaluated to perform the homomorphic inner product
of bootstrapping. This is followed by a homomorphic lookup table evaluation,
enabled by translating the look-up table into a polynomial via interpolation
and evaluating said polynomial. Finally, modulus switching, key switching and
ciphertext extraction were performed. This achieved functional bootstrapping in
less than 7ms amortized time, with O(l) polynomial multiplications.

Another recent work [27] bootstrapped BFV ciphertexts using the CKKS
scheme. Here, the CKKS scheme was leveraged to homomorphically extract the
noise from BFV ciphertexts, then subtracted from the initial ciphertext to obtain
the desired bootstrapped result. This too achieved improved performance, with
an amortized bootstrapping time of 1.08ms, approximately 30x faster over the
current state of the art [17] for BFV bootstrapping.

However, while the amortized timings of [31] are low, their methods suf-
fer from high latency due to the use of large plaintext primes. Furthermore,
while [27] provides improved timings, the techniques used make it challenging to
incorporate functional evaluation as part of the bootstrapping pipeline. There-
fore, motivated by these, we attempt to develop a low latency variant of [31],
which performs functional bootstrapping via utilization of different schemes.

In addition to efforts to bootstrap one scheme using another, several con-
current studies have concentrated on improving the performance of functional
bootstrapping by considering its non-linear, function evaluation aspects. Their
methods represent further directions and optimizations that could be used in
conjunction with the techniques we introduce.

A new notion of relaxed functional bootstrapping was introduced in [32]. The
correctness requirement of regular bootstrapping is relaxed to a subset of the
plaintext space, allowing circuit-specific functional bootstrapping constructions.
Various constructions of lookup tables exploiting this notion were described,
yielding 1-2x speed up of regular BGV/BFV bootstrapping and a 3x and 6x
improvement of latency and throughput respectively over the prior work of [31].

In [29], a novel functional bootstrapping framework for BFV and CKKS was
introduced, with the focus being on the functional component. Here, a modulus
switch to pack the ciphertexts into a larger ciphertext modulus is performed.
Following this, the arbitrary lookup table component is then evaluated. The pri-
mary idea behind the arbitrary lookup table evaluation was to first decompose
the function to be evaluated into multiple Heaviside functions. Each of these
Heaviside functions could then be further recursively decomposed into products
of polynomials and sub-lookup tables. These were then evaluated, providing
enhanced functionality for an arbitrary lookup table between plaintext spaces
F : Zyr — Zyps where p is prime and r > s. In their experiments, functional boot-
strapping latencies of 47.3s and 172.1s were achieved, with amortized timings of
2956.25ms and 10756.25ms. However, compared to our results for similar secu-
rity, their amortized timings are worse, being 1.40x to 5.11x slower, although
they do achieve 1.57x to 5.70x lower latency. Furthermore, their experiments
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were only performed for the evaluation of delta and sign functions, which require
only 1 Heaviside function evaluation. Larger arbitrary lookup tables would be
more computationally intensive to evaluate, requiring multiple Heaviside func-
tion evaluations. We leave it to future work to explore if their novel techniques
could be integrated in our bootstrapping method.

Lastly, multi-valued functional bootstrapping is a bootstrapping technique
that enables the simultaneous evaluation of multiple arbitrary functions on a
given input. This concept was initially introduced for TFHE in [5], where mul-
tiple lookup tables (LUTs) were evaluated within a single bootstrapping opera-
tion. Subsequent improvements were made in [20] through tree-based methods
and in |10] via multi-output programmable bootstrapping. More recently, fur-
ther advancements in multi-valued functional bootstrapping have been achieved
in [28], [35], and [30]. Despite this progress, to the best of our knowledge, no prior
work has explored the use of primarily BFV-based bootstrapping techniques to
realize multi-valued functionality within TFHE. Our work therefore also rep-
resents the first approach to achieve multi-valued functional bootstrapping for
TFHE ciphertexts via BFV techniques.

1.2 Contributions

In this paper, we propose a new framework for bootstrapping, extending the work
of [31] to support TFHE ciphertext modulus and BGV/BFV plaintext spaces
that are prime powers. Similar to [31], multiple LWE ciphertexts (a;, b;) sharing
the same secret key are bootstrapped. However, in this work, an improved linear
transformation algorithm is utilized. This is due to the use of smaller plaintext
primes for the RLWE plaintext space, which decreases the number of plaintext
slots for packing the secret key entries. If the homomorphic linear transforma-
tion proposed in [31] were utilized, multiple calls to the linear transformation
followed by a summation over the outputs of the linear transformations would
be performed. This contrasts with the single call of the transformation in their
original work. Our work improves upon this by utilizing a Laurent polynomial
encoding followed by a projection map, which takes advantage of the fact that
any Z,- linear map can be expressed as a sum of Frobenius powers. In addition
to this, we provide a generalized version of their linear transformation algorithm
for the case where the dimension of the LWE ciphertext is not exact multiple of
the number of slots.

Besides that, we generalize the arbitrary homomorphic function evaluation
proposed in [31] to the case of prime power plaintext spaces. To do so, the digit
extraction algorithm of [22] is applied. As described in [31], their method for arbi-
trary homomorphic function evaluation requires that the RLWE plaintext space
used is prime. In utilizing small primes however, the RLWE plaintext space used
in our work takes the form of a prime power. To overcome this, we propose using
the digit extraction algorithm to perform homomorphic prime division, followed
by the corresponding arbitrary homomorphic function evaluation. This reduces
the plaintext space to a prime, allowing for arbitrary homomorphic function
evaluation.
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Additionally, we introduce what is, to our knowledge, the first instance of
multi-valued functional bootstrapping for TFHE ciphertexts that utilizes pri-
marily BFV-based techniques. In the framework of |31], utilizing multi-valued
functional bootstrapping would involve repeated calls to the steps after the lin-
ear transformation, for each distinct function. Due to the already high latency
of the procedure, this would be impractical. By enabling the use of prime power
BGV/BFV plaintext spaces, this can be performed with lower latency. In par-
ticular, for a single function evaluated using the framework of [31], our proposed
framework allows for the evaluation of at least 84 distinct functions in the time
it takes to bootstrap a single set of ciphertexts in [31].

We implement our work for prime powers p” = 1272 and 2572 with cyclotomic
degree Nywe = 32768, achieving overall runtimes of 49.873s and 243.967s respec-
tively at about 80-bit security. This represents a latency improvement of at least
26.95x and 5.51x compared to [31]. We note however, that there is a trade-off
in amortized time that arises from our methods, evidenced by a slowdown of at
most 19x or 46.46x depending on the parameters. Thus, we present the first
realization of the RLWE prime-power plaintext variant of [31], with significantly
improved latency and support for multi-valued TFHE bootstrapping.

1.3 Technical Overview

To begin, LWE secret key entries are packed into an RLWE ciphertext. However,
rather than packing the secret key directly into the plaintext slots as per [31],
the entries are encoded as the coefficients of a Laurent polynomial with negative
powers. This polynomial is then packed repeatedly into the slots of a ciphertext.
From here, the different LWE @s are each encoded into separate Laurent poly-
nomials with positive powers and each Laurent polynomial packed into plaintext
slots. The packed Laurent polynomials containing @, are each multiplied with
the Laurent polynomial containing the secret key via plaintext-ciphertext multi-
plication and summed accordingly. This results in the desired (a;, <¥> in the first
coefficient of the polynomial in each ith slot, due to the exponents cancelling
out in the convolution. By evaluating a projection map to the first coefficient,
(Ef, E} can be obtained in each slot, without the other exponents of the convo-

lution. b; — @?, R) is then computed slot-wise. This completes the initial linear
transformation of homomorphic decryption.

Following this, digit extraction is performed. This maps % -my; +e; > my
for each slot, with p" being the RLWE plaintext modulus and LWE ciphertext
modulus. This completes the base bootstrapping procedure. Polynomial evalu-
ation corresponding to the arbitrary homomorphic function evaluation is then
performed, evaluating the desired lookup table slot-wise on messages m;. The
RLWE ciphertext containing the evaluated m;s is then modulus switched to the
original LWE ciphertext modulus p”. It is also key switched to contain the de-
sired LWE secret key. Finally, RLWE to LWE extraction is performed, obtaining
the functionally bootstrapped LWE ciphertexts.
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In the case of multi-valued functional bootstrapping, the same bootstrapping
procedure is applied, with the steps from the polynomial evaluation onwards
being repeated for each distinct function. The linear transformation and digit
extraction is only computed once. Furthermore, for the polynomial evaluation
component, computation of the powers X as part of the Paterson-Stockmeyer
algorithm [36] need also only to be performed once. That is, only the second half
of the polynomial evaluation procedure is applied for each distinct function to
be evaluated.

2 Preliminaries

2.1 Notation

For any vector E), let 7[]] or a; denote the jth entry of the vector. For any
polynomial a, let a[j] or a; denote the jth coefficient of the polynomial. For any
matrix A, let A[i][j] denote the entry in the ith row and jth entry. All indexing
begins at index 0. Let (-,-) denote the inner product between two vectors. Let
U(-) denote the uniform distribution. All secret keys used are assumed to follow
a ternary distribution. That is, for secret key sz € Zy, @[]] € {-1,0,1},0 <
j < n—1 and for secret key sk € Rg, sk[j] € {-1,0,1},0 < j < N — 1, where
N is the ring dimension.

2.2 Fully Homomorphic Encryption

To date, practical fully homomorphic encryption schemes are constructed with
lattices and have their security based on the decisional learning with errors
(LWE) and ring learning with errors (RLWE) problems.

Decisional LWE. Let nye, qiwe be positive integers, D be a secret key distribu-
tion and x be an error distribution over Z. The decisional LWE problem asks to

distinguish between the distributions of (@,b = (@, z> +e) € (Zyhve X Zy,.),

where @ « U(ZIse), e < y, sk« D, and (@,b) « UZw x Z,,.).

Decisional RLWE. Let Nyjywe, Qriwe be positive integers, Rg,,.. a ring of di-
mension N,iwe, D be a secret key distribution and y be an error distribution over
R, - The decisional RLWE problem asks to distinguish between the distribu-
tions of (a,b=a-sk+e) € Rlevlwe, where a <~ U(Rqg,...), € < X, sk < D, and
(a,b) U(RQQ“WS).

2.2.1 FHEW/TFHE

For FHEW [12]/TFHE [9], LWE-based ciphertexts are the focus of the boot-
strapping techniques introduced in [31] and the techniques briefly discussed here.
Let t1we be the plaintext modulus, ¢we be the ciphertext modulus, D, x be the
secret key and error distributions.
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Let m € Zy,, be the message, a = [{*] be the scaling factor, sk« D

be the secret key and e < x be the error. Sample d < U(Zyv). The LWE
ciphertext is of form (@, b) € Lyt satisfying

bzowm—ﬁ—(?,%)—i—e (mod Giwe)

@,5k) (mod giwe)

with |e| < |55 |. Decryption is computed via {

The main dlﬁerence between FHEW /TFHE from other FHE schemes such as
BGYV and BFV is the use of a separate homomorphic accumulator for bootstrap-
ping LWE ciphertexts instead of relying on the original scheme’s homomorphic
properties to evaluate its own decryption circuit.

2.2.2 BFV/BGV

Some of the first practical FHE schemes, the BFV [3}|14] and BGV [4] schemes,
primarily differ on how plaintexts are encoded in the RLWE ciphertexts. In [31],
LWE ciphertexts were packed and their LWE secret key was encrypted into a
BFV RLWE ciphertext, before using the BFV scheme’s homomorphic property
to evaluate the LWE decryption circuit on the encrypted LWE secret key. For
our work, BGV is used, but both are presented here for context.

Let m € Z. Let RQ,e = ZQuye [ X]/Pm(X) be the RLWE ciphertext space,
Ripwe = Ltyo [ X]/Pm(X) be the RLWE plaintext space where Qyiwe, triwe € Z.
Additionally, we assume t;1ywe 1 Nywe = ¢(m) is prime or a prime power.
Encryption. Let D, x be the secret key and error distributions. Let m € Ry,
be the plaintext, sk < D be the secret key and e < x be the error. Sample
a < U(Rq,,.). An RLWE ciphertext has form (a,b) € R, satisfying:

— For BFV, the message is encoded in the higher bits, with o = LQ““J,

rlw(=
b=a-m+a-sk+e.

Decryption is performed via {M

— For BGV, the message is encoded in the lower bits.
b=m-+a-sk+tigwe-€
Decryption is performed via b — a - sk mod t;1ye.

It is possible to switch between BGV and BFV encodings for a given cipher-
text via multiplication by a constant, see Appendix A of [1] for the details.
Operations. For secret key sk, let the encryption of a plaintext m be Encgy(m)
and decryption of a ciphertext ¢t be Decgy(ct).

— Addition: Decgy(Add(cty, cta)) = my + ma for Decg(ct;) = m;.
— Multiplication: Decgy(Mult(cty,cta)) = my - mg for Decg(ct;) = m;.
— Polynomial Evaluation: Decg(Eval(ct, f)) = f(m) for polynomial f.
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— Modulus Switching: Modswitch(ct, Q' @ Ghe - ct.

— Key Switching: Decgp (KS(ct, sk, sk)) = m where ¢t = Encgi(m).

— Rotation: Decgi(Rot(ct,rtk,i)[j]) = m[j — ¢ (mod [)], where rtk contains
the corresponding rotation keys.

rlwe) -

Plaintext Structure. Per [39], let p be the characteristic of e, we have
D (X) = Fo(X) ...  Fy—1(X) mod p, for some £ | Nyjwe = ¢(m). This gives the
isomorphism below from the Chinese Remainder Theorem and Hensel’s lifting
lemma

rlwe @ Ztrlwe /F )

Here, each F/(X) mod tywe has degree d and is lifted from F;(X) if ¢we
is a prime power and is F;(X) if t;we is prime. These Z; . [X]/F}(X) are
all isomorphic to one another, i.e. for E = Z; [X]/Fo(X), we have E =
Ly, | X]/F;(X) for all 0 < ¢ < ¢ — 1. This is known as the Single Instruction
Multiple Data (SIMD) slot structure, where a vector of length ¢ with degree d
polynomials in each entry, can be packed into the BGV/BFV plaintext space.
Data within the slots can also be rotated among the SIMD slots through au-
tomorphisms of the form X — X* for k € ZZ,/(p). Furthermore, when m is a
power of two, Lemma [1| characterises the form of the factors F;(X).

Lemma 1 [16] Let m > 4 be a power of two, then each factor F}(X) is of the
shape F/(X) = X4 a;- X2 4 b; where a; =0 ifp =1 (mod 4) and a; is some
constant if p =3 (mod 4).

Laurent Polynomial Encoding. To exploit the available space within each
SIMD slot, polynomials in Z;,  [X] with degree at most d — 1, [6] further pro-
posed the Laurent Polynomial encoding. Here, integer values are decomposed
with respect to a base and the digits are then encoded as the coefficients of
the Laurent Polynomial. In this work, we only consider integers in Z; . and
directly encode them into the coefficients without further decomposition.

Definition 1 [6/ A Laurent Polynomial a(X) € Z[X*Y] is an integral polyno-
mial of form a(X) = ai X'+ . am 1 X +a;, X™, where a; € Z,af, am # 0
and | < m.

Crucially, for correctness when using this encoding, it is required for m—I+1 < d.
Zt,,,. Linear Functions. Fundamental to the structure of BGV is the use of

Zt,,.. linear maps. This allows such maps to be expressed as a linear combination
of Frobenius powers and is formally stated below in Definition [2] and Lemma [2}

Definition 2 [15] A function L: Ry, — Ry, S 7Z:
L(a) + L(&) and L(c- o) = ¢- L(ax) for a,a’ € Ry

e linear if Lla+a’) =
and c € Zy

rlwe rlwe *
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Lemma 2 [15,22,(37] Any Z,,, linear function L : E — E can be expressed
as a linear combination of Frobenius powers. i.e. L(n) = Z?;é F)fo{;(n), where
0f € E are constants and og: ( — (P is the Frobenius map on E. When L has
image Zy,,, C E, 0y = 0};(90).

rlwe

2.3 Functional Bootstrapping with the BGV/BFV Scheme

We present the main ideas of [31]. This takes as input f-many LWE ciphertexts
{(@;,b;)}'=} under the same secret key sk = (sko,ski,...,skn,. 1), which is
the number of slots available from the BGV/BFV parameters used. For their
RLWE parameters, plaintext modulus ¢,1y. is set to be a large prime p such that
Nywe = £ and d = 1. The LWE ciphertext modulus is set such that giwe = triwe.

The LWE decryption process can be thought of as consisting of three phases.
The first is linear, computing b — (7, %} Next, a non-linear operation which
was dubbed “Division, Round and Map” or DRaM in [31] is performed . Finally,
the resulting functionally bootstrapped plaintexts is recovered through key and
modulus switching and RLWE-to-LWE extractions.

For high efficiency, they proposed to use the BFV scheme with Nywe =
32768 and a mid-sized prime t,1we = 65537, that can bootstrap 32768 ciphertexts
simultaneously. This is illustrated in Figure [T}

Homomorphic Linear Transformation. Intuitively, we treat the /¢ al’s of
the LWE ciphertexts as a matrix A € Zivrl e XM with rows a; and b = [b;]Z}

and secret key sk = [sk;]72G as a column vector. Since niwe | £, we pack Lnf |
we

copies of ‘%, in the form s?, (skoy ..y Sknpuae1y---s8koy- o, Sknyyo—1) € Zfrlwe
as bfvct for optimal performance. Rotation keys to enable arbitrary rotations
between slots, labelled as rtk, are precomputed.

Lines 3 to 45 of Algorithm [1] result in a ciphertext (resgp) that holds the
desired (EZ, s?) in its i-th slot. It is a baby-step giant-step variant, utilizing nye
plaintext-ciphertext multiplications and 2,/njy. rotations. From here, resq is
subtracted from b, with b being an encoding of (bg, b1, ..., bn,..—1) in the slots.

This computes b; — (Eg, sk) homomorphically, yielding « - m; + e; in each slot.

Homomorphic Divide, Round and Map (DRaM). Let f : Z; . — Z4,,
be any function to be evaluated on LWE messages m;. The lookup table in the
RLWE plaintext space can then be set as L(X) = f(| 2 ]) - o, where a = | 2= |,

a tiwe

Lemma 3 [31] For any prime tiye, let [ : Zyi,,. — Zy,,. be a function over
Lty and define f(X) = f(0) — S22 XPS°P_0 f(a)aP~'~7. Then, it holds that
for any w € Ly, f(x) = f(x).

Using Lemma [3] this can be applied by evaluating
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Repeated LWE secret key

MNwe packed into RLWE ciphertext
A A
i — Homomorphic
(@00 @ a ) sky .
0,00 B0 1h sy 0 g phi Linear
(@1,00 A1,1, wossssssisisssssssinis» Q1 ggo—1) Transformation
) - Computes LWE
Sknyyye—1 inner product
sk <Ei>' Eé>
. sk,
‘1 : x : - ¢ - Variant of baby-
’ step giant-step.
Sknlwe—l
(CIEY I P pp—— DR P |

N

Compute b; — (E{, 54k'>

o

Evaluate polynomial for division, rounding and arbitrary function map

"

RLWE to LWE extraction, modulus-switch and key-switch.

Fig. 1: Overview of the bootstrapping framework of .

rlwe — rlwe —

t 1 t 1
f(X) =L(0) - Z X Z L(a)atve—1-1
1=1 a=0

on the result of the homomorphic linear transformation.

Polynomial evaluation itself is performed utilizing the Paterson-Stockmeyer
algorithm . In brief, for a polynomial of form f(X) = Z:fi“(”f_l ;X" to be
evaluated, set ¢ = [v/fiiwe — 1|. Powers &' are then computed for 1 < i <
t, requiring ¢ — 1 ciphertext-ciphertext multiplications. Denote and compute

fi(z) = Eﬁ;(l) liz ;47 utilizing ¢ plaintext-ciphertext multiplications for each .
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Algorithm 1 Homomorphic Linear Transformation of [31]
1: procedure LT (rtk, A, bfvct, b),

2: > Rotation keys, LWE Ef’s, RLWE ctxt, LWE b;’s
3: Tt <= \/Miwe

4 for 0 <i<rt—1do

5: bfvctror; <— Rot(bfuct, rtk,—(i+ 1) - rt) > Storing rotations of bfvct
6: res; < Encsi(0)

7 for 1 <k <rtdo

8: for 1 <i<rtdo

9: for 0 < j < Nyjwe — 1 do

10: ndet < j —k+1 (mod Nriwe)

11: indg < 7 41 -7t (mod niwe)

12: tmp[j] < Alindet][indq]

13: ¢ < Mult(tmp,bfvctror, ;)

14: resy—1 < Add(resip—_1,c)

15: for1<i<rt—1do

16: ¢ < Rot(resri—i,rtk, —1)

17: resri—i—1 < Add(resri—;,c)

18: return b — resp

The polynomial can then be expressed as

f(@) = fola) +at (fl(x) +at ( . (th,lw;lJ_l(x) + x"fL%J (g;)> ))

which therefore requires approximately t,1we plaintext-ciphertext multiplications
and O(y/twe) ciphertext-ciphertext multiplications to compute overall.

Slots to Coefficients. The decoding map is homomorphically evaluated on the
ciphertext, mapping slot entries L(m;) to RLWE plaintext m = Z?Lrg“_l L(m;) X",
This map is performed via m +— m(¢") e where S € Z is a set of representatives
for Z5, /{p)-

Modulus Switching and Key Switching. Prior to extracting the LWE ci-
phertexts from the RLWE ciphertext, key switching and modulus switching
are first performed. The RLWE secret key sk € Rgq,.. is key-switched to
sk! = Z?L“O“”e_l siX" € Rg,.. Where s; = %[z] for i < niwe — 1 and s = 0
otherwise. Modulus switching is then performed, changing RLWE ciphertext
modulus from Qyiwe t0 Glwe-

RLWE to LWE Extraction. Finally, / LWE ciphertexts are extracted from
the RLWE ciphertext.
Let the RLWE ciphertext be (a = SN q, X7 b = SIViwe"1p, X)) €

1=

’R%rlwc. LWE ciphertexts (Ez’, b)) € Zg‘vvv’:"’l are obtained, for 0 < 7 < Nyjye — 1

)
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Packed 1 LWE secret key into

many RLWE ciphertexts
1
(a0, @0,1, 120,130 ~1) skg
sky 1 RLWE
(‘11,0. [22%T) .‘h,mwe—l) x . ciphertext
| 1RLWE
ciphertext
| 1RLWE
ciphertext
) | 1RLWE
Skiyyo-1 ciphertext

% | x|

Repeated calls of their homomorphic
linear transformation algorithm

Fig. 2: Linear transformation of [31] in the small plaintext primes case.

where a} ; = a;; for j < i, a} ; = —an,,,.—j+i for j > i, and b = b;, 0 < j <
Nwe — L. ,

Let the RLWE secret key be sk = Eﬁb‘”e_l sk; X" after key switching. LWE
secret key J’ € Zylve is then obtained by setting sk'[j] = sk[j] for 0 < j <
Niwe — 1.

3 Improved Linear Transformation

3.1 Limitations of Current Linear Transformation

In the case of small plaintext primes p, as d is the order of p (mod m), the degree
d of F;(X) generally increases. As ¢(m) = £ - d, the number of slots ¢ becomes
small. The decreased slot count prevents the packing of all sk;s of @ into one
BGYV plaintext polynomial. As a result, to utilize the linear transformation of
[31], the LWE secret key is split over multiple encryptions. This requires that the



Laurent Polynomial-Based Linear Transformations 13

LWE a;;s are also split and results in repeated calls of the linear transformation.
At the end, these are summed.

In more detail, with ¢ < njwe and njywe denoting the LWE dimension, [%]
RLWE ciphertexts ctg, ctq, ... scty e ]y A€ obtained, where ct; contains

(Skk-t, Skkt415 -+ - SK(R41).0-1)

for k < [®x=] —1 and

(Ski.e, skio41, - -y Sknyye—1,0,...,0)

for k = [#x=] — 1, in slots.
Similarly, the a; js are split into [“4=] blocks, where 0 <14 < ¢ — 1. Block k,
where 0 < k < [™=] — 1, consists of £ plaintexts, with ptat; containing

(ai,k-e, Qf k415> ai,k‘é-&-é—l)

for k < [®x=] —1 and
(@i oty Qi kott1s - -+ Qinyge—1,0, ..., 0)

for k = [#x=] — 1 in the plaintext slots.
From here, the linear transformation is applied [*=] times between Block k

and cty, for 0 < k <[] — 1 and results are summed. This results in [*=] ./

plaintext-ciphertext multiplications and [ =] - 21/¢ rotations being used. This
is illustrated in Figure

Packed Matrix-Vector Multiplication for Vectors with Length co-prime
to SIMD Slot Count. Besides the multiple calls to Algorithm [I| above, their
linear transformation algorithm itself, Algorithm [T} is restricted to the case where
Niwe | £- In general, the dimension (njwe) of the LWE ciphertext need not be an
exact multiple of the number of slots available through the SIMD technique. Pre-
vious work [21},261[31},/33] considered the case where all dimensions involved are
divisors of the SIMD slot count and so did not require zero-padding and handling
when “tall” matrices did not fit exactly. The requirement that nyy. | £ imposes
additional constraints on the parameters available for use. We therefore extend
Algorithm 1 of [31] to handle homomorphic linear transformation that use “tall”
matrices whose row comprise the entire SIMD slot count but have number of
columns co-prime to the SIMD slot count. This is described in Algorithm [2]

Intuitively, zero-padding at the end of the ciphertext causes the very last
packed copy of the input vector to not “see” a complete copy of the input vector
with the usual set of rotations; e.g. if there were 3 zero-padded slots at the
end with the input vector having length 5, then the first 3 slots in the last
copy of the input vector will not see any of the entries that are before it, e.g.
(A,B,C,D, E,0,0,0) will generate (B,C, D, F,0,0,0,A), (C,D, E,0,0,0, A, B),
(D,E,0,0,0,A,B,C), (E,0,0,0,A, B,C, D) and (0,0,0, A, B,C, D, E) without
rotating beyond the vector length.
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Algorithm 2 Homomorphic Linear Transformation for "Irregular" "Tall" Ma-

trices

1: procedure IRREGULARLT(rtk, A € Z;*¢, in, b),

2:

9:
10:
11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:

> Rotation keys, LWE a;’s, RLWE ctxt, LWE b;’s
Nrot < ¢+ (¢ mod ¢) > Largest rotation required

bs < 1 < [logy v/Trot |
gs « [5g
for 0 < j < gs do

iNrot; < Rot(in,rtk, —j - bs) > Storing giant-step rotations of in
for 0 <i < bs do

res; < Encsi(0) > Storing intermediate results for baby-step rotation
for 0 <k < /do

tmplk] <+ 0 > Start with a zero vector

for 0 <i < bs do
for 0 < j < gs do
rot < j-bs+1
iextrairotation < (T’Ot Z C)
for 0 <k < /{do
fin_pad < (k> € —{¢modc—j-bs) && (k< (£ —j-bs))
Toverflow $— (k} < ’L) || (k > Z—j . bS)
inder < (€4 k —4) mod £
indq < ((k+ j - bs) mod £) mod ¢
if ioverfiow 18 True then
iNdyrey < £ — indet
else
Ndyey < C
ioutfofﬁrange < (Z"I’det 2 7“)
7;rcviindidonc < (ind'rev S (T'Ot — C))
izeroiunused — (iextrairotation && !ioverﬂow)
Izero_wrapped < (fextra_rotation && loverflow && trev_ind_done)
if ioutiofirangc H iinipad H izcroiunuscd H izcroiwrappcd then
tmplk] <+ 0
else
tmplk] < Alindct][inda)
¢ < Mult(tmp, inrot;)
res; < Add(res;,c)
for 1 <i < bs do
¢ < Rot(res;,rtk, —i)
reso < Add(reso,c)

38: return b — resg
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This causes two issues. First, to ensure that each slot of the output ciphertext
will be covered by every entry of the input, we need to rotate by more than the
length of the encrypted vector. Secondly, rotating by more than the length of
the vector causes some segments of the SIMD slots to see more than one copy
of certain entries, requiring us to apply masks appropriately. With each rotation
we do, for the weight vector (tmp in Algorithm , we set slots that are not
supposed to contribute for that rotation to zero. For rotations that are less than
the vector length, we set to zero any slots that do not end up within the output
vector. For rotations that are greater than the vector length, we set to zero any
slot that do not belong in the wrap-around region. Besides that, we also set
to zero any slot in the wrap-around region that had already seen the complete
input vector, by looking at their “reversed slot index”, which is their slot index
in the SIMD vector starting from 1 from the back. Roughly speaking, the last
k slots of the SIMD vector will be complete once we rotate by ¢+ k — 1, where
c is the input vector length. Algorithm [2| therefore roughly performs baby-step
giant-step on twice the input vector length, resulting in complexity O(\/|in|)
where |in| denotes the length of the input vector.

3.2 Laurent Polynomial Encoding

The difference between the linear transformation applied to the parameters of
[31] and the one applied in this context would be that here, multiple calls to the
linear transformation have to be applied due to there being fewer slots.

To improve upon this, in the cases where N,y is a power of 2, we aim
to better utilize the plaintext slots. To do so, we pack a; ;s and sk;s into the
coefficients of a slot polynomial via the Laurent Polynomial Encoding as stated
in Definition m Note that here, LWE ciphertext modulus gy is selected to be
of form t{,,. That is, qiwe = t[ye = triwe Where tiye is prime. Since a common
prime is used, we denote p" = t{,,, = triwe for brevity.

To further define the encoding, we differentiate between the cases where
p=1 (mod 4) and p = 3 (mod 4). This is due to the slot polynomial modulus
F!(X) affecting the correctness of multiplication with this encoding, which will
be further elaborated on in Section [3:4] This results in Laurent Polynomials of
degree d being utilized for p = 1 (mod 4) and Laurent Polynomials of degree %
being utilized for p = 3 (mod 4). It is also assumed that d | nyywe here.

3.2.1 Case p =1 (mod 4): The LWE secret key st is encoded over Ty
RLWE plaintexts. For a given plaintext, each slot will contain the same polyno-
mial. For plaintext k’ in slot 7, secret key entries are packed in the slot as the
coefficients of the polynomial

d—1

> skjpraX ™ (mod F/(X))
=0

where 0 < k' < % — 1,0 <i < {¢—1. This is illustrated in Figure [3| Each
plaintext &’ is then encrypted as ciphertext k.
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LWE sk;s Plaintext 0
A

f ) Packing

O ] B —

Plaintext 1

Plaintext
nlwe/d -1

Slot 0 Slot 1 Slot€ —1
sko sko sko
Skda Sk:d—l Skd—i
skq skq skq
skzd_l sk'z,i_l SkZd—l

Sknyyye—a Sknyyye-d K -

ko1 | | SKnppe-1 Skiypye-1

Fig. 3: Packing of LWE sk; entries for Laurent polynomial-based linear trans-

formation.

The LWE a; ;s are encoded over ™= RLWE plaintexts. For plaintext & in
slot 4, a; ;5 are packed in the slot as the coefficients of the polynomial

d—1
> aijixaX’  (mod F/(X))
j=0

where 0 < k < % —1,0<i</¢—1. This is illustrated in Figure E

Plaintext 0
Packing [
Plaintext 1
Plaintext
Mye/d — 1

Slot 0 Slot 1 Slot# —1
Qo0 a0 Qr-1,0
al)‘.d—l ﬂx‘,d-: al‘—l,d—l
o q QAia Ar-1,a
anvlzd,l a1,2da-1 Q¢-12d-1

Ao,npye—d A1 npwe—d Ap—1npe—d

at;,n,wg—1 alln,we—l a("-l,n(wz—l

Fig. 4: Packing of LWE a; ; entries for Laurent polynomial-based linear trans-

formation.
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3.2.2 Case p = 3 (mod 4): The LWE secret key is encoded over Zl)";
RLWE plaintexts. For a given plaintext, each slot will contain the same polyno-
mial. For plaintext %', in slot 7, secret key entries are packed in the slot as the

coefficients of the polynomial

d/2—1

> skjiw.a2X 7 (mod F/(X))

7=0
where 0 < k' < % —1,0 < ¢ < ¢ — 1. Bach plaintext k' is encrypted as
ciphertext k.

The LWE a; ;s are encoded over ’;/W; RLWE plaintexts. For plaintext k, in

slot 4, a; ;s are packed in the slot as the coeflicients of the polynomial

d/2—1

Z ai7j+kA(d/2)Xj (mod FZ(X))
=0
Whereogkgﬁ—l,ogigf—l.
From here, let F/(X) = ¢(X)X + F/(0). Under assumption F/(0) = 1
(mod p"), we obtain X1 = —g(X)F/(0)~! (mod F/(X)). Following [6], we uti-
lize the maps X — X and X! — —g(X)F/(0)~! to obtain the corresponding

degree d—1 or degree d/2 — 1 slot polynomials, packing the Laurent Polynomials
into the slots.

3.3 Multiplication and Z,- Linear Map

Following the encoding, for each k, plaintext k£ and ciphertext k& are multiplied.
These results are then summed. The multiplications and summation provide
the desired inner product of LWE decryption (a;, ¥>, in the first coefficient of
the polynomial in slot i. This results in *= plaintext-ciphertext multiplications
being used if p =1 (mod 4) and ’Zi‘/W; plaintext-ciphertext multiplications being
used if p =3 (mod 4).

The map 7y : £ — E defined as Zj;é a;jz! v ag is a Zyr-linear function as
per Definition 2] This map is then performed across all slots via an evaluation
of a linear combination of Frobenius powers by Lemma [2}

To apply the map, the product with the first constant 6y -7 is first computed
homomorphically via one plaintext-ciphertext multiplication. The slot-wise trace
map 7 is then applied, mapping 6y - n — E?;é o5 (00 -m) = Z?;é Hfaé(n) as
described in |23]. The trace map is computed using a special case variant of the
trace algorithm provided in [21], where d is a power-of-two. The variant is for-
mally provided as Algorithm 3] This utilizes log d many rotations and ciphertext-
ciphertext additions. Applying this map, we finally obtain the desired LWE inner
product in the slots.

Finally we subtract this from a plaintext containing b; in each slot ¢. That

is, we compute b; — (Ef, %) homomorphically in the slots. This completes the
linear portion of the homomorphic decryption.
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Algorithm 3 LogsTrace

1: procedure LOG2TRACE(ctzt, d)
2: result < ctxt
for 0 <i<log,d—1do
temp < result
index + 2°
Apply Frobenius Automorphism to power of index to temp.
result < result + temp

return result

3.4 Choice of Packing Degree/Correctness

It was previously discussed in Section [3.2] that only Laurent Polynomials up to
degree +d/2 are utilized for p = 3 (mod 4) and degree +d for p = 1 (mod 4).
This is due to the difference in the structure of F}(X).

From Lemma [I] and Section [3.2

Xt= (X4 4 ;XY bt (mod F(X))

Hence for powers of form X7 and X —(4/2+7)

d/2—1
S i X7 sk X2
§=0

d/2—1
= Z —ai7jskd/2+j(bi_1ai eri_le/Q) (mod F!(X))
j=0
There is therefore an additional coefficient Zji g sk /2+5(b; 'a;) added
to the constant term from the convolution, when performing the multiplication.
In the case of p =1 (mod 4), by Lemma this additional coefficient is 0 and
hence powers up to £d can be utilized. In the case of p = 3 (mod 4), by Lemma
this additional coefficient is not necessarily zero, and therefore prevents having
only the LWE inner product Zj;é a; jsk; in the first coeflicient. It is trivial to
see that X7 and X ~(4/2+9) for 0 < j < d/2 — 1, are the only pairs of powers
from the convolution whose product has a non-zero term in the first coefficient.
Powers of X, > d/2 and < —d/2 are hence not utilized in the packing for this
case.
The details and correctness of the multiplication and Z,- linear maps for
both cases in slot ¢ are thus as follows.

3.4.1 Case p=1 (mod 4):
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1. Multiplication between each of the *3= plaintext-ciphertext pairs.

d—1 d—1
ZSkj-i-k‘dX_j . Zai,j—i-k»de
=0 =0
d-1
= | Y aijinaskjira | + X(...) (mod FJ(X))
§=0

2. Summation over all the *= products.

Mye—1 /(41
E E ai,j_,_k.dsk:j.m,d + X( . )
k=0 7=0
Niwe—1

= Z aijsk; | +X(...) (mod F/(X))
=0

3. Applying Z,--linear map 7 to obtain the LWE inner product in the slots.

Nlwe—1 Niwe—1

Z CLZ'J'S]CJ‘ + X( . ) — Z ai,jskj (mod F{(X))
j=0 j=0

3.4.2 Case p=3 (mod 4):

1. Multiplication between each of the %= plaintext-ciphertext pairs.

d/2
d/2—1 d/2—1
S sk X 7| | DD 4 X
3=0 3=0
dj2—1
= Y ijina2kiingaz | +X(.) (mod F/(X))
3=0
2. Summation over all the 72729 products.
-1 d/2—1
> Y gk skiirz | + X0
k=0 3=0
Niwe—1

> aijsk; | +X(...) (mod F(X))
=0

3. Applying Z,--linear map my to obtain the LWE inner product in the slots.

Nlwe —1 Niwe—1

Z ai,jskj + X( . ) — Z CLi’jSkj (mod F;(X))
=0 j=0
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3.5 Analysis

As discussed in Section [3.3] multiplication and summation of the Laurent Poly-
nomial encoded plaintexts and ciphertexts utilize ™= plaintext-ciphertext mul-
tiplications if p = 1 (mod 4) and Z‘/Wge plaintext-ciphertext multiplications if

p =3 (mod 4). In the case of the projection map, one plaintext-ciphertext mul-
tiplication is applied, followed by log d rotations which dominate the cost of the
trace map.

The total cost of the Laurent polynomial-based linear transformation is
therefore ™+e 41 plaintext-ciphertext multiplications and log d rotations, where

ce {31}

Comparison. We conduct a comparison of our Laurent polynomial-based linear
transformation to the linear transformation of [31] in the case of small p such
that £ < Niwe.

As discussed in Section their linear transformation utilizes [*4=] - £ ~
Niwe plaintext-ciphertext multiplications. Our Laurent polynomial-based linear
transformation therefore outperforms theirs in terms of plaintext-ciphertext mul-
tiplication by either a factor of d if p=1 (mod 4) or d/2 if p =3 (mod 4).

As discussed in Section their linear transformation utilizes [™be] - 20

‘
rotations. Under the assumption that njye > g logd, it follows that logd <
[Fhee] . 2v/¢. This assumption easily holds in the case of small p as £ is the domi-
nating factor on the right hand side of the inequality and a smaller p corresponds
to a fewer number of slots /. Our Laurent polynomial-based linear transforma-
tion therefore outperforms theirs in terms of number of rotations utilized. As
our linear transformation outperforms the linear transformation of [31] both in
terms of plaintext-ciphertext multiplications and rotations, it achieves better
performance overall in the case of small p.

For comparison with the original parameters used in the linear transformation
of |31], from Section note that their linear transformation requires njye
plaintext-ciphertext multiplications and 2./njw rotations.

Similar to the analysis above, our Laurent polynomial-based linear trans-
formation outperforms theirs in terms of plaintext-ciphertext multiplication by
either a factor of d if p = 1 (mod 4) or d/2 if p = 3 (mod 4). In the case of
rotations, we have that logd < 2,/ny easily holds with our choice of param-
eters. This is further verified in Section [l As our linear transformation in the
small p case outperforms the linear transformation of [31] under their original
parameters both in terms of plaintext-ciphertext multiplications and rotations,
it outperforms theirs overall.

4 Non-Linear Components

In the bootstrapping framework of [31], upon completing the homomorphic linear
transformation, Lemma [3] is directly applied to perform the LUT evaluation.
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However, Lemma [3] requires the RLWE plaintext space to be a prime as opposed
to a prime power, which is the RLWE plaintext space utilized in our framework.
To overcome this, digit extraction is performed before applying Lemma[3] to first
set the plaintext space from p” to p. This section discusses utilizing the digit
extraction algorithm alongside Lemma |3| to obtain the desired LUT evaluation
in the RLWE prime power plaintext space.

4.1 Components

Digit Extraction. After completing the inner product and subtraction of ho-
momorphic decryption, digit extraction is then utilized to apply homomorphic
decryption and rounding by p¥, where v = e —r’. The digit extraction algorithm
is formally stated in Section 6 of [18]. This is applied to enable the use of Lemma
for the functional component later, which requires that the plaintext space is
prime rather than a prime power.

Let Zf;& w;p’ be the base-p digit decomposition of any given w € Zpe , where
|w;| < p/2. For odd p, the digit extraction procedure homomorphically computes

e—1
w P—
] =X
1=v

In the context of our bootstrapping procedure, v is set to 7 — 1, with e = 7,
r’ = 1. This completes the base bootstrapping procedure, performing the slot-
wise map

r

p—m1+ezr—>ml

. Note that the RLWE plaintext space has now been set down from p” to p as
part of this procedure.
The cost of digit extraction is dominated by @ evaluations of the degree

p lifting polynomial, with the degree of the procedure being p™!.

Polynomial Evaluation. From here, Lemma |3|is utilized to form

FX)=F0)=> XY fla)ar"
i=1 a=0

as per Section [2:3] As the RLWE plaintext space is set to p = tiwe, we can
directly use f(X), where f : Z, — Z, is the function which we want to evaluate
on messages ;.

RLWE to LWE Extraction. Modulus switching, key switching and RLWE to
LWE extraction are then applied. Note that prior to this, the slots to coefficients
map is applied, followed by a conversion from BGV to BFV encoding. Modulus
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switching and key switching are then applied and directly follow from Section
23

For RLWE to LWE extraction, let (a = ZZN:TBW"% a; X' b= ZZN:%WF’A b; X% €
R2 1. be the RLWE ciphertext obtained after modulus switching and key
switching. ¢ LWE ciphertexts (a;’,b}) € Zpwet! are then obtained, for 0 <
i <€ —1, where aj ; = a;.q—j for j <i-d, a; ; = —a(yi).q—; for j > i-d, and
b, = b;.q, where 0 < j < njye —land 0 <4 <0 — 1.

Let RLWE sk = Y2~ sk; X7. Note that sk; = 0 for j > niye after key

switching. The LWE secret key %’ € Zy've is obtained by setting sk’ = sk[j] for
0<j<nwe—1.

Correctness follows directly from [31], where their procedure is described in
Section The procedure is applied here to extract ¢ many b}, as opposed to
their original Ny many, each spaced out at intervals of d in the coefficients.

4.2 Analysis.

As discussed in Section the digit extraction procedure is dominated by @

evaluations of the degree p lifting polynomial. As covered in Section [£.I} one
degree p — 1 polynomial is evaluated to perform the homomorphic lookup table
evaluation. Given that any degree n polynomial can be evaluated in O(y/n)
ciphertext-ciphertext multiplications using the Paterson-Stockmeyer algorithm
[36], the cost of Digit Extraction and LUT evaluation is dominated by (@ +
1)-O(/p) ciphertext-ciphertext multiplications. Each evaluation of the Paterson-
Stockmeyer algorithm also consumes p many plaintext-ciphertext multiplications
f012 evr;mluation of a degree p polynomial. There is therefore a consumption of
r(r—1

(=5 +1) - p plaintext-ciphertext multiplications.

Comparison. We compare this to the work of [31], which instead only performs
the lookup table evaluation. In their case however, due to the use of large primes,
this was performed by evaluating a degree 65536 polynomial, requiring O(y/t};...)
ciphertext-ciphertext multiplications and ¢}, ., plaintext-ciphertext multiplica-
tions where ¢/, .. = 65537. By selecting values of p to be small enough and
appropriate values of r, the procedures of Section outperform theirs overall.

This is experimentally verified in Section [7]

5 Improved Functional Bootstrapping

By putting together the techniques from Sections [3] and [4] we achieve lower
latency functional bootstrapping.

Set LWE parameters to have plaintext space p, ciphertext space qwe = p” and
dimension njye. Set RLWE parameters to have plaintext space t,we = p", cipher-
text space Qrwe, number of slots ¢ and slot degree d. Note that the procedure is
performed using BGV, therefore requiring an encoding switch via multiplication
by a constant, prior to RLWE to LWE extraction.
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Functional Bootstrapping Procedure

1. Linear Transformation
— Given ¢ many LWE ciphertexts (Ef, b;) € Zglwe+17 0 <i < {¢—1 sharing

the same secret key J € Z™Mve.

— Perform the Laurent Polynomial Encoding for each LWE (@, b;) (Sect.
. This yields either " or ZI/WQC many RLWE plaintexts and cipher-
texts, depending on the value of p (Sect. .

— FEach plaintext-ciphertext pair is then multiplied and a sum is computed
over all products. A Z,--linear map mo is applied to obtain the inner
product (a;, %) in the slots (Sect. .

— This result is then subtracted from a plaintext containing b; in each slot
i, obtaining b; — (Ef, %) = % -m; + e; slot-wise.

2. Digit Extraction
— Perform digit extraction (Sect. | to apply % -m; + e; — m; slot-wise.
3. Polynomial Evaluation

— Evaluate the polynomial corresponding to the LUT (Sect. to obtain

the desired f(m;) slot-wise.
4. Slots to Coefficients

— Move slot entries to the coefficients of the encoded polynomial to obtain

an encryption of RLWE plaintext m = va:"g”e_l f(m;) X (Sect. .
5. RLWE to LWE Extraction

— Multiply by a constant to move from BGV to BFV encoding (Sect. .

— Perform the RLWE to LWE extraction (Sect. , including modulus
switching and key switching, to obtain the desired LWE ciphertexts.

5.1 Analysis

5.1.1 Noise From the correctness of BGV, the BGV ciphertext after modulus
switching and key switching has error ||e]|o0 < ‘g—;”f. The error follows a Gaussian
distribution centered at 0. As discussed in [§], the extraction procedure does not
increase noise. The resulting £ LWE ciphertexts (EZ’ NSNS ZZIIVVVV:“, 0<i<i-1,
therefore each have error < qé—‘;e.

5.1.2 Security Security follows by first selecting security parameter . From
here, appropriate LWE parameters niwe, qiwe, Piwe; Xow.. are selected, satisfying
Prle < [%=]] = 1 — negl()), € < Xo,,- This, together with the hardness
assumption of the decisional LWE problem described in Section [2.1] guarantees
the semantic security of the input LWE ciphertexts. Semantic security of the
ciphertexts from Sections [3] to [ follows from the security of the BGV keys,
the appropriate RLWE parameters Nywe, Qriwe; Priwe; Xo.,. Selected and the
hardness assumption of the decisional RLWE problem, described in Section [2.1]
and discussed in [4].

Additionally, circular security is also assumed. This is required for the fol-
lowing portions of our scheme. In the Linear Transformation portion described



24 S. Ling et al.

in Section [3] LWE secret keys are encrypted under RLWE secret keys. Further-
more, when BGV rotations are performed, the rotated RLWE secret keys are
encrypted under the RLWE secret key as rotation keys. When BGV key switch-
ing is performed, the RLWE secret key is encrypted under itself too. The RLWE
secret key is encrypted under the LWE secret key for the key switching proce-
dure described in Section The security of these components is guaranteed
by the circular security assumption. The bootstrapping procedure is therefore
secure.

5.1.3 Efficiency As discussed in Sections and the new bootstrapping
framework therefore requires =¥ + 1 + (T(T% + 1) - p + ¢ plaintext-ciphertext
multiplications, where ¢ € {%, 1}, log d+O(V/%) rotations, and (7%7_1)—&-1)0(\/]3)
ciphertext-ciphertext multiplications. It is noted that the additional ¢ terms
come from evaluating slots to coefficients map.

Comparison. We compare our bootstrapping framework to the full bootstrap-
ping procedure of [31]. An overview is provided in Table Denote their slot count
and RLWE plaintext prime as ¢’ and ¢/, respectively. For plaintext-ciphertext
multiplications, as discussed in Section we have that “l%e + 1 < njye by a
factor of approximately cd. From our choice of parameters, (@ +1)p+l<

fwe ¢ holds. Similarly, for rotations and ciphertext-ciphertext multiplications,
as discussed in Section [£:2] the usage of small primes p allows both d and ¢ to be
sufficiently small. It then follows from our parameter choice, as well as Sections
B:5 and [:2] that our framework outperforms theirs for each operation.

Laurent Polynomial-Based

Bootstrapping Framework

Operations Bootstrapping of |31]
Plaintext-Ciphertext ||™we 4 1 4 (2= 4 1).p4¢ , ,
cd 2 )
Multiplications ce {31} Niwe + triye + €
Rotations logd + O(\/¥¢) O(y/Tiwe + V1)
Ciphertext-Ciphertext r(r—1) n
Multiplications (57— +1)-0(yp) O(\/ﬁ)

Table 1: Comparison of efficiency for our bootstrapping framework and the

bootstrapping framework of [31].

6 Multi-valued Functional Bootstrapping

Multi-valued functional bootstrapping enables the evaluation of multiple func-
tions on a given input. To extend the functional bootstrapping procedure of Sec-
tion 5] to that of a multi-valued variant, we proceed as follows. Parameters follow
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from Section [5] First, Steps 1 and 2 of the functional bootstrapping procedure
in Section b are performed once. For the polynomial evaluation portion given by
Step 3 of Section [5| the computation of powers of X%, for 1 <i < [/p — 1] and
where X is the input ciphertext of the polynomial, is performed once, as part of
the Paterson-Stockmeyer algorithm [36]. This was described in Section Note
that the computation of powers of X* can be first performed here as they are
independent of the function to be evaluated. Following this, the remaining por-
tion of Step 3, as well as Steps 4 and 5 of Section [5] are run for every individual
distinct function to be evaluated.

Multi-valued Functional Bootstrapping Procedure

1. Linear Transformation

— Given ¢ many LWE ciphertexts (EZ, b;) € Z;“we“'l, 0 <7< {—1 sharing
the same secret key % € LM,

— Perform the Laurent Polynomial Encoding for each LWE (a7, b;) (Sect.
. This yields either ™= or ZI/WQQ many RLWE plaintexts and cipher-
texts, depending on the value of p (Sect. |3.4).

— Each plaintext-ciphertext pair is then multiplied and a sum is computed
over all products. A Z,--linear map 7 is applied to obtain the inner
product (a;, %) in the slots (Sect. .

— This result is then subtracted from a plaintext containing b; in each slot

v
p

1, obtaining b; — (Ef, E> -m; + e; slot-wise.
2. Digit Extraction R
— Perform digit extraction (Sect. I to apply & -m; +e; — m; slot-wise.
. . P
3. Polynomial Evaluation
— Perform the first portion of the Paterson-Stockmeyer algorithm which

computes powers of X?, where X is the input ciphertext of the polyno-

mial and 1 <4 < [/p— 1] (Sect. [d.1).
For each given LUT function f:

4. Polynomial Evaluation
— Evaluate the polynomial corresponding to the LUT (Sect. to obtain
the desired f(m;) slot-wise. This is performed using the remainder of
the Paterson-Stockmeyer algorithm.
5. Slots to Coefficients
— Move slot entries to the coefficients of the encoded polynomial to obtain
an encryption of RLWE plaintext m = Zf\]:rg””*l f(m;)X? (Sect. .
6. RLWE to LWE Extraction
— Multiply by a constant to move from BGV to BFV encoding (Sect. .
— Perform the RLWE to LWE extraction (Sect. , including modulus
switching and key switching, to obtain the desired LWE ciphertexts.

6.1 Analysis
Analysis of the noise and security both follow directly from Section
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6.1.1 Efficiency Let us assume there are k distinct LUT functions to be eval-
uated. Steps 1, 2 of the multi-valued functional bootstrapping procedure share
the same complexity as that in Section Step 3 utilizes |/p ciphertext-ciphertext
multiplications as described in Section [2.3] For each additional function to be
evaluated, Step 4 takes p plaintext-ciphertext multiplications and /p ciphertext-
ciphertext multiplications. For each additional function to be evaluated, Steps
5 and 6 follow that of Section Bl Each additional function evaluated therefore
adds extra p-+/ plaintext-ciphertext multiplications, O(v/¢) rotations and O(\/p)
ciphertext-ciphertext multiplications.

The multi-valued functional bootstrapping framework therefore requires =

1+ (@ + k) - p+ k- £ plaintext-ciphertext multiplications, where ¢ € {%, 1},
log d + O(k - \/¥) rotations, and (# + k) - O(,/p) ciphertext-ciphertext mul-
tiplications in total.

Laurent Polynomial-Based

Operations Multi-valued Functional Multi-valued Variant

Bootstrapping of [31]
Plaintext-Ciphertext || e 414 (220 4 ky.p4 k-0, . .
Multiplications ce {%’ 1} Niwe + k- trlwe + k' -0
Rotations logd 4+ O(k - \/Z) O(\/Tiwe + J \/Z/)
Ciphertext-Ciphertext r(r—1) , n
Multiplications (57— +k)-0(Vp) k" O(\/ﬁ)

Table 2: Comparison of efficiency for our multi-valued functional bootstrapping
framework and the multi-valued variant of [31].

Comparison. We compare our multi-valued functional bootstrapping frame-
work to a multi-valued variant of the bootstrapping procedure in [31]. This vari-
ant is intuitively obtained by simply repeating each step of [31] from the DRaM
polynomial evaluation step onwards for each given function. This excludes the
computation of the powers of X? in the Paterson-Stockmeyer algorithm, similar
to our framework. An overview is provided in Table [2l Denote their slot count,
RLWE plaintext prime and number of distinct functions to be evaluated as ¢,
/.. and k' respectively. As discussed in Section for plaintext-ciphertext

rlwe
multiplications we have that ™ +1 < njye by a factor of approximately cd. By

our choice of parameters, ( @ +k)-p+l < K-t +k £ holds. Similarly, for
rotations and ciphertext-ciphertext multiplications, as discussed in Section [£.2]
the usage of small prime p allows both d and ¢ to be sufficiently small. Parameter
k is also chosen such that the efficiency of our framework outperforms theirs for
those operations. The same analysis applies when ¥’ = k or ¥/ = 1, with our

multi-valued functional bootstrapping outperforming the multi-valued variant
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of [31]. It therefore follows from the choice of parameters, as well as Sections
and [£:2] that our framework outperforms theirs for each operation.

7 Experiments

The bootstrapping frameworks presented in Sections [f] and [f] are implemented
in C++ using HElib [24]. Specifically, for functional bootstrapping, we first im-
plement the bootstrapping framework using the Laurent polynomial-based lin-
ear transformation as per Section [5] This utilized power-of-two cyclotomic m.
Following this, a non-power-of-two cyclotomic m variant of our framework is im-
plemented, utilizing repeated calls to the linear transformation as described in
Section[3.1] Lastly, this is benchmarked against components of the bootstrapping
framework of [31] implemented within HElib. For multi-valued bootstrapping,
the scheme described in Section [f] is implemented and benchmarked against
components of a multi-valued variant of [31]. The implementations were bench-
marked on an Intel(R) Xeon(R) Platinum 8170 with maximum turbo frequency
of 3.7 GHz and 192 GB RAM.

Parameter|| Security
Set p m Nilwe | Mwe | d l (blts)
1 1273 512 64| 84.8
2 9573 65536 | 32768 1024|256 128 78.647
3 131072|65536 512 128

Table 3: Parameters for our bootstrapping framework described in Section

Functional Bootstrapping. Primes p = 127 ~ 27 and p = 257 ~ 2% were
used, with » = 3. Similar to [31], cyclotomic m = 65536 and LWE dimension
niwe = 1024 were utilized. In addition to this, cyclotomic m = 131072 was also
utilized for the p = 257 case. The parameter sets used are listed in Table [3] The
secret keys were sampled uniformly from a ternary distribution. Experiments of
our bootstrapping framework were conducted and the results are presented in
Table [l

Additionally, for better comparison, we explore the use of non-power-of-two
cyclotomic m with small plaintext prime-powers. These parameters are listed in
Table[f] Crucially, we note that these parameters limit the linear transformation
technique to that of Section [3.1] rather than our optimized Laurent polynomial-
based one. This is due to the slot modulus F}(X) not necessarily having a sparse
shape as per what was described in Lemma (1} resulting in wrap-around when
performing the convolution described in Section The main operations, the
Linear Transformation, Digit Extraction and Lookup Table evaluation, were
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Param. Timings(s) Total |Amortized
Set ||LinTrans[DigitExt[LUTEval[SlotstoCoeff[RLWEtoLWE| Time(s)| Time(ms)

1 2.679 | 29.019 6.468 10.388 1.319 49.873 | 779.267

2 9.409 | 86.968 | 15.194 130.834 1.561 243.967| 1905.990

3 7.492 |131.590 | 32.204 94.855 3.236 269.376| 2104.503

Table 4: Timings for our bootstrapping framework described in Section

benchmarked in Table [6] The m values were kept to be large for better compar-
ison with our parameters.

Parameter|| Security
Set p m | Nilwe | Mwe | d J4 (bltS)
4 127 47749]44064 18 2448 96.5
5 41401(39204 (1024|2178 83.7
6 257°(46741|45612 6 [7602| 84.9

Table 5: Parameters for non-powers-of-two m.

As observed from Table [6] our framework presented in Table [4] performs
significantly better in terms of latency for similar parameters. Most notably,
our Laurent polynomial linear transformation of parameter set 1 outperforms
that of parameter set 4 by a factor of 158.65x. Comparing the total time for
the three components of those two parameter sets, our Laurent polynomial-
based bootstrapping outperforms that of parameter set 4 by a factor of 12.94x.
However, due to the difference in the number of slots ¢, the amortized timings
of Table [d] are worse than that of Table [} The non-power-of-two cyclotomic m
variant therefore offers an alternative framework that prioritizes a more balanced
amortized time at the cost of increased latency compared to our framework in
Section [l

Param. Timings(s) Total |Amortized
Set |[LinTrans[DigitExt[LUTEval| Time(s)| Time(ms)

4 425.02 | 54.426 | 14.375 |493.820| 201.724

5 208.367 | 53.088 | 13.812 |275.268| 126.386

6 300.839 | 100.579 | 26.707 |428.126| 56.317

Table 6: Timings for non-powers-of-two m bootstrapping.
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Lastly, for comparison, the Homomorphic Linear Transformation and the
LUT Polynomial Evaluation components of [31] were also implemented in HElib.
The benchmarks are presented in Table[7] As observed, a significant improvement
of at least 26.95x in latency is obtained when comparing with the p” = 1273
case of our framework in Table 4l For the p” = 2573 case, an improvement in
latency of 5.51x and 4.99x is obtained.

Security|| Total

/ r /
Component tiawe |P7| M | Nilwe [ iwe |d| £ (bits) || Time(s)

Homomorphic Linear

g 314.257
AnsIoNMation  |gss37199|65536|32768|1024]1|32768| 80.9551
LUT Polynomial
: 1029.974
Evaluation

Table 7: Timings for the bootstrapping framework of [31].

However, we note that compared to [31], the amortized timings of our frame-
work were impacted, experiencing a slowdown of at most 19x, 46.46x and
51.30x respectively for each parameter set. This likely arises due to the difference
in the number of slots, £ and ¢/, which is significantly larger in the bootstrapping
framework of [31]. Furthermore, it is also noted that in the case of p" = 2573
with m = 65536, performance was likely affected by increasing the number of
columns in the key-switching matrix to 30 within the HElib implementation,
in order to achieve sufficient security. Compared to the non-power-of-two cyclo-
tomic m case, it is observed that for latency [31] faces up to 4.88x slowdown in
total time for these components. However, for these components, up to 4.92x
improvement in amortized time is obtained for [31].

Laurent Poly. Timings(s)

Comonen | 5 TR 7 o [N Tiines o
127%[32768(257°(32768|257° 65536
Linear Transformation 2.679 9.409 7.492 314.257
Digit Extraction -
LUT Evaluation 35.487 102.162 163.794 1029.974

Table 8: Comparison of component timings for our bootstrapping framework
described in Section [5| and the bootstrapping framework of [31].

A component-wise comparison with our framework of Section [5| is further
illustrated in Table |8 A comparison of the Linear Transformation, Digit Ex-
traction and LUT Evaluation components is performed as those form the main
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differences between the two bootstrapping frameworks. As observed from Ta-
ble 8] our Laurent polynomial-based linear transformation is significantly faster
than theirs in terms of latency, with latency improvements of 117.3x, 33.4x
and 41.9x respectively for that component. Furthermore, while our framework
requires both Digit Extraction and LUT Evaluation as opposed to just LUT
Evaluation in [31], when put together the combined components still outper-
form the single LUT Evaluation of theirs. Specifically a latency improvement of
29.02x, 10.08x and 6.29x is obtained for that component.

The three functional bootstrapping frameworks presented here can thus be
summarized as follows. Our bootstrapping procedure of Section [5] utilizing the
power-of-two cyclotomic m presented in Tables[3|and [4] represents a variant that
provides low latency at the expense of amortized time. The non-power-of-two
m case, presented in Tables [b] and [6] represents a variant that balances latency
with amortized runtime. Finally, the bootstrapping framework of |31], presented
in Table [7| represents a variant that minimizes amortized time at the expense
of latency.

Multi-valued Functional Bootstrapping. For the multi-valued functional
bootstrapping of Section [6] a breakdown of the timings is provided in Table [0}
Experiments were run for parameter sets 1, 3 and the benchmark parameters of
Table [7] Here, the multi-valued precomputation corresponds to Steps 1 to 3 of
the multi-valued bootstrapping procedure in Section [f] The per-function extra
processing time corresponds to Steps 4 to 6 of the multi-valued bootstrapping
procedure in Section [B] For the benchmark parameters of Table [7] the multi-
valued precomputation refers to the homomorphic linear transformation and the
computation of the powers of X* in [31]. The per-function extra processing time
here refers to the LUT Evaluation step in [31]. This excludes the computation
of the X powers, as described in Section @

Param. Multi-valued Per-Function Extra
Set  ||Precomputation(s) Processing Time(s)
1 34.458 15.415
3 147.280 122.097
Table 441.807 902.424

Table 9: Comparison of timings for multi-valued functional bootstrapping.

As observed in Table [0} our framework outperforms theirs for both the multi-
valued precomputation and the per-function extra processing time components.
The multi-valued precomputation of parameter sets 1 and 3 obtains a 12.82x
and 3x improvement respectively over the benchmark parameters of Table [7
For each additional function processed, parameters sets 1 and 3 obtain at least
a 58.54x and 7.39x improvement over the benchmark parameters of Table [7}



Laurent Polynomial-Based Linear Transformations 31

In the case where a single function is evaluated using the framework of [31], our
proposed framework allows for the evaluation of at least 84 distinct functions in
the same amount of time using parameter set 1.

8 Conclusion

In conclusion, we extended the bootstrapping framework proposed by [31] to
that of the small primes case. Furthermore, we proposed the Laurent polynomial-
based linear transformation which improved upon the homomorphic linear trans-
formation in their framework. Put together, all these resulted in an improvement
of at least 26.95x in latency compared to the original. Additionally, this lower
latency enabled a new multi-valued functional bootstrapping framework, which
allowed the evaluation of at least 84 distinct functions in the same amount of
time required for performing one round of functional bootstrapping in [31].
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