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Abstract. The Signal protocol is the most widely deployed end-to-end-
encrypted messaging protocol. Its initial handshake protocol X3DH al-
lows parties to asynchronously derive a shared session key without the
need to be online simultaneously, while providing implicit authentication,
forward secrecy, and a form of offline deniability. The X3DH protocol has
been extensively studied in the cryptographic literature and is acclaimed
for its strong “maximum-exposure” security guarantees, hedging against
compromises of users’ long-term keys and medium-term keys but also the
ephemeral randomness used in the handshake. This maximum-exposure
security is achieved by deriving keys from the concatenation of 3—4 Diffie—
Hellman (DH) secrets, each combining two long-term, medium-term, or
ephemeral DH shares.

Remarkably, X3DH’s approach of concatenating plain DH combinations
is sub-optimal, both in terms of maximum-exposure security and perfor-
mance. Indeed, Krawczyk’s well-known HMQV protocol (Crypto ’05) is
a high-performance, DH-based key exchange that provides strong secu-
rity against long-term and ephemeral key compromise. One might hence
wonder: why not base Signal’s initial handshake on HMQV?

In this work, we study this question and show that a carefully adapted
variant of HMQV, which we call XHMQV, indeed enables stronger se-
curity and efficiency while matching the constraints of Signal’s initial
handshake. Most notably, HMQV does not work as a drop-in replace-
ment for X3DH, as the latter’s asynchronicity requires the protocol to
handle cases where one party runs out of ephemeral keys (pre-uploaded
to the Signal server). Our XHMQV design hence augments HMQV with
medium-term keys analogous to those used in X3DH. We prove that
XHMQV provides security in all 3-4 compromise scenarios where X3DH
does and additionally in 1-2 further scenarios, strengthening the hand-
shake’s maximum-exposure guarantees while using more efficient group
operations. We further confirm that our XHMQV design achieves deni-
ability guarantees comparable to X3DH. Our security model is the first
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Fig. 1. Signal’s X3DH handshake (simplified), involving long-term keys a and b of users
Alice resp. Bob, semi-static key s, and ephemeral keys x and y.

to capture Signal’s long-term key reuse between DH key exchange and
signatures, which may be of independent interest.

1 Introduction

The Signal protocol [49] for end-to-end-encrypted messaging is used by billions
of people daily, underlying major messaging apps such as Facebook Messen-
ger, Google Messages, Skype, Signal, or WhatsApp. Its initial handshake proto-
col X3DH (“extended triple Diffie-Hellman”) is used to establish a session key
between two users that want to start a conversation. It is designed in a way
that the two users do not have to be online simultaneously: users upload a “pre-
key bundle” to the Signal server which initiators of a conversation can fetch to
asynchronously run their part of the X3DH protocol and start sending messages,
while responders can catch up later by completing their part of the handshake.
X3DH further provides implicit authentication of the users, forward secrecy in
case of future compromise of long-term keys, and a form of deniability allowing
users to dispute having been involved in a conversation.

Sub-optimal solution for “mazximum-exposure”. Perhaps most importantly, X3DH
alms at strong security guarantees, sometimes referred to as “maximum-exposure”
security: its design hedges against compromises of users’ long-term keys and
medium-term keys as well as exposure of the ephemeral randomness used in the
handshake. This maximum-exposure security is achieved by deriving the session
key from the concatenation of 3-4 Diffie-Hellman (DH) secrets g%°, g*°, ¢g**,
and (optionally) ¢”¥, each combining two long-term (g%, g® for users Alice and
Bob), medium-term (g° for user Bob only), or ephemeral DH shares (g%, g¥). See
Figure [1| for a (simplified) illustration of the X3DH handshake. Signal’s hand-
shake and related designs have been studied extensively in the cryptographic
literature [ITIT2I35I53I27I28ITIRI2ZA6IT323I29] and Signal is widely recognized
as the “gold standard” for secure messaging.

Notably, X3DH uses only a partial coverage of the potential DH combinations,
even when considering only the long-term and ephemeral keys. For instance, it
does not include the long-/long-term combination g®®, which is useful to hedge
against compromise of ephemeral randomness and medium-term secrets. This
is a security property that the current Signal handshake cannot achieve. A
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Protocol Group exp. Key Indistinguishability Deniability
Alice Bob LT-SS E-LT E-SS E-E LT-LT LT-E semi-hon. malic.

X3DH 4 (3) 4 (3) v v AT 4 X v

XHMQV 32 2 v v o V) 7 (V) 4 X

Table 1. Performance, security, and deniability properties of X3DH and XHMQV. Key
indistinguishability conditions AA-BB demand security as long as Alice’s AA and Bob’s
BB keys are uncompromised, where LT, SS, E denote long-term, medium-term/semi-
static, and ephemeral keys, respectively. Parenthesized entries are for reduced mode
(without Bob’s ephemeral key present). We discuss the intricacies of malicious denia-
bility below.

straightforward modification is to incorporate this additional long-term/long-
term combination, yet simply concatenating plain DH values is sub-optimal in
terms of performance. On the other hand, the well-known HMQV protocol by
Krawczyk [36], building on the MQV protocol [43/39], is a high-performance,
DH-based key exchange that provides strong security against long-term and
ephemeral key compromise. This naturally raises the question:

Can Signal’s initial handshake be (more) efficiently instantiated
based on HMQYV to provide (even) stronger security?

The short answer is: Yes, but it requires careful adaptation and rigorous proofs.

1.1 Contributions

In this work, we study the above question and introduce XHMQV, a carefully
adapted variant of HMQV that enables stronger security and improved efficiency
over X3DH, while adhering to the real-world constraints imposed on Signal’s ini-
tial handshake. We emphasize that HMQV does not work as a drop-in replace-
ment for X3DH, as the latter’s asynchronicity requires the protocol to handle
cases where one party runs out of ephemeral keys (pre-uploaded to the Sig-
nal server). Our XHMQV design hence augments HMQV with semi-static keys
analogous to those used in X3DH.

We prove that XHMQV’s session keys are secure under all 3-4 compromise
scenarios targeted by X3DH and additional 1-2 scenarios (see Table [1| for de-
tails), and also that it matches Signal’s deniability targets (we discuss technical
subtleties below). Notably, our security model and proof is the first to capture
the re-use of long-term keys in Signal for key exchange and signatures, which
may be of independent interest.

In more detail, our contributions are as follows.

XHMQV: HMQV-based Signal handshake. We propose XHMQV, a new Signal
handshake protocol based on Krawczyk’s HMQV protocol [36], illustrated in
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Fig. 2. Our XHMQV handshake protocol (simplified), involving long-term keys a and
b of users Alice resp. Bob, semi-static key s, and ephemeral keys x and y, as well as
hash functions ho, hi, ho. If Bob’s ephemeral key Y := ¢g¥ is unavailable, the resulting
reduced handshake mode omits elements highlighted in light blue.

Figure 2] The core idea is to augment HMQV with a semi-static key on Bob’s
side S = ¢, similar to the semi-static keys used in Signal’s X3DH for delayed
forward secrecy in case the Signal server runs out of pre-key bundles for Bob
including a fresh ephemeral share ¥ = ¢g¥. (Indeed, removing S = ¢° and all
related computations from Figure 2]essentially yields HMQV, modulo interaction
and hashing context.)

In terms of performance, XHMQV involves 3 or 2 group exponentiations (for
Alice and Bob, respectively; in reduced mode only 2 for Alice) whereas X3DH
involves 4 group exponentiations per party (in full mode, 3 in reduced mode).
While XHMQV additionally involves group multiplications, these are generally
much more efficient than exponentiations, resulting in an overall performance
advantageﬁ

Stronger “maximal-exposure” security. Compared to X3DH, our XHMQV design
ensures security under two additional compromise scenarios, namely compromise
of everything except (1) both initiator and responder long-term keys, as well as
(2) the initiator long-term key and the responder ephemeral randomness. In
both cases, an adversary can trivially compute all DH combinations in the key
derivation of X3DH to obtain the session key, whereas our XHMQV protocol
inherits protection against such compromise from the original HMQV protocol.

We argue that these strengthened security guarantees are not only theoret-
ical: The former scenario (long-term—long-term uncompromised) hedges against
bad randomness used when generating ephemeral and semi-static keys (while
long-term keys generated only once may benefit from better randomness sources).

4 Note that we use multiplicative notation here, in line with prior Signal anal-
yses. Signal’s X3DH handshake is using elliptic-curve cryptography, specifically
X25519 based on Curve25519 [GI38] for key exchange and XEdDSA signatures [46]
over Ed25519 [38]. Notably, X3DH is re-using long-term Diffie-Hellman keys for both
DH key exchange and signing a user’s pre-key bundle, involving a (cheap) conversion
between Curve25519 and Ed25519. When implementing XHMQV with X25519, one
would likewise convert between Curve25519 and Ed25519 to benefit from the latter’s
fast, constant-time point addition.
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The latter scenario (long-term—ephemeral uncompromised) mirrors the protec-
tion sought after by X3DH through combining initiator ephemeral and responder
long-term keys. We stress that both additional security guarantees essentially
come “for free” through employing HMQV’s clever key derivation.

Security proof capturing reuse of long-term keys. We prove security for XHMQV
in a computational, game-based security model capturing Bellare-Rogaway-
style [4] key indistinguishability. To this end, we adopt the security model of
Brendel et al. [87] and Fiedler and Giinther [23], which in turn builds on the
initial computational analysis of Signal by Cohn-Gordon et al. [ITJ12]. In this
model, the adversary actively interacts with multiple users and sessions, is al-
lowed to adaptively compromise long-term, semi-static, and ephemeral secrets,
and is tasked with distinguishing from random the session key in a chosen test
session which is not trivially compromised and “clean”. Cleanliness of a session
captures the “maximum-exposure” security aimed at by the XHMQV protocol,
asking for security as long as certain combination of keys are uncompromised for
the test session. The stronger security achieved by XHMQV compared to X3DH
corresponds to our model demanding security in (two) more “clean” cases.

As a notable technical difference to prior models, our security model is
the first to capture Signal’s key reuse of long-term user keys for both in the
X25519 Diffie-Hellman key exchange and as signing key for XEADSA [46] sig-
natures. Prior work either modeled these signatures using separate signing keys
[3505312416/23/29] or not at all [LTIT2R].

As aresult of modeling the key reuse, we require a more fine-grained version of
signature security. The technical challenge is that, since the long-term key in the
DH key exchange is the same as the public key of the signature scheme, we cannot
compute the session key when we construct a reduction to signature security,
since we do not know the corresponding long-term secret key. To resolve this,
we introduce a new notion of security, namely, one-per message unforgeability
with a DDH oracle, where DDH(X = ¢*,Y = ¢¥,Z) outputs whether Z =
g*¥. This is a notion that can be satisfied by signatures using the CDH or
DLog assumptions. In Section [2.2f we argue that both the Schnorr and (EC)DSA
signature schemes satisfy this notion. As discussed in [22], the (weaker) one-per
message unforgeability is sufficient for AKE protocols.

We give more technical details about why this additional DDH oracle can
help us to simulate the session key. In our XHMQV protocol, our reduction
to the signature security needs to compute K := KDF(DH, A, B, S, X) for ad-
versary A who is attacking XHMQV, where DH = (X A%)¢1*+3 imagining the
simplest reduced handshake mode. Since the long-term keys A and B are com-
ing from the signature challenger, the reduction knows neither a nor b. Our
solution is to always answer KDF(DH, A, B, S, X) with a random value k, al-
though the reduction cannot compute DH. To prevent the adversary from notic-
ing this, KDF is modeled as a random oracle and if at some point A queries KDF
with the correct DH secret DH = (X A%)¢1*+3 then the reduction will program
KDF(DH, A, B, S, X) to k. To check whether DH = (X A%)1*+5 holds, we need
the DDH oracle.
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Deniability. Signal aims for deniability of the initial handshake protocol [41],
Section 4.4] in the following sense: the transcript of a protocol execution should
not prove either party’s involvement in the execution, even if the distinguisher
gets access to both party’s secret keys. In particular, this excludes the case of one
party cooperating with the distinguisher during the protocol execution (online
deniability), which Unger and Goldberg [51], Section 6.6] deem unachievable for
asynchronous key exchange with forward secrecy. Hence, we focus on offiine de-
niability. Arguably, Signal’s requirement is restricted to semi-honest adversaries,
i.e., adversaries that follow the protocol.

Fiedler and Janson [24] show that offline deniability against semi-honest ad-
versaries holds for X3DH. Additionally, they show deniability for Alice against
malicious adversaries limited to honestly generated long-term and semi-static
keys. Furthermore, Vatandas, Gennaro, Ithurburn, and Krawczyk [563] show that
X3DH is deniable against malicious adversaries based on their novel Extended
Knowledge of Diffie-Hellman (EKDH) assumption. However, Fiedler and Lan-
grehr [25] show that the EKDH assumption does not hold and that X3DH is not
deniable as soon as simple auxiliary input is allowed.

Our protocol XHMQV matches the deniability guarantees of X3DH against
semi-honest adversaries. Against malicious adversaries limited to honestly gen-
erated long-term and semi-static keys, our XHMQV does not provide deniability
for Alice (unlike X3DH). Specifically, if Bob provably does not know his own
ephemeral secret key, then the long-term—ephemeral contribution proves Alice’s
involvement. Arguably, the same deniability issue arises already in X3DH when
Bob’s semi-static keys are (also) allowed to be maliciously generated, which we
deem realistic albeit not modeled in [24]E| In that regard, XHMQV fares com-
parably to X3DH in terms of deniability against realistic malicious adversaries.
Against malicious adversaries in general, we expect that the findings of Fiedler
and Langrehr [25] discussed above likewise apply to XHMQV as to X3DH.

Post-quantum readiness. Our XHMQV design can be readily extended to protect
against harvest-now-decrypt-later quantum attacks, following a similar approach
as Signal’s recent post-quantum revision PQXDH [37] of the initial handshake.
Recall that PQXDH essentially adds a (signed) KEM flow to the X3DH design,
mixing the derived KEM shared secret into the key derivation. Such a KEM flow
and the derived KEM shared secret can be added in an identical fashion to our
XHMQV design, lifting the resulting security to a quantum-safe version as for
PQXDH. We refer to [6124123] for detailed analyses of the design and security of
PQXDH.

Deployment considerations. Since our XHMQV protocol only requires a change in
how session keys are derived, but does not change the wire format of the protocol,

® Even when assuming the Signal server does not collude in a deniability attack (and
asks users to prove possession of keys they upload), we expect this is done only for
long-term keys, but not semi-static keys. The honest key registration oracle of [24]
however enforces that long-term and semi-static keys are honestly generated.
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we deem XHMQV readily deployable through a next breaking protocol update
of Signal. Observe that, in contrast to X3DH, the key derivation in XHMQV
also includes as context the involved DH public keys; this is good practice and
supports our proof technique. Similar suggestions have been made in the security
analyses of Signal’s PQXDH protocol [623] for a more robust design safeguarding
against KEM re-encapsulation attacks [14].

1.2 Related Work and Further Discussion

Analyses of the HMQV protocol. The HMQV protocol was proven secure in [36]
based on the Gap Diffie-Hellman assumption using the Forking Lemma [47].
In [34] Kiltz et al. gave a different security proof of HMQV with a modular
approach. They first proposed a multi-user variant of the Computational DH
problem, the Challenge-Response Gap DH with Corruption (CorrCRGapDH) as-
sumption, and they proved that the CorrCRGapDH assumption tightly implies
the security of HMQV. Then they showed that the CorrCRGapDH assumption is
non-tightly implied by the Gap DH assumption [I] using the Forking Lemma.
Although their proof has the same loss as the original one in [36], its modular
approach allows us to focus on the core algebraic assumption for the security
of HMQV. In this paper, we follow the same modular approach to simplify our
proof.

Tightness of the security proof. Similar to prior work analyzing HMQV [34],
X3DH [12], and PQXDH [23], our security bound is not tight, as illustrated in
Table 2] However, none of them models the reuse of long-term keys for DH
and signing operations. Our analysis of XHMQV is the first one to account for
the key reuse. While the result of [34] for HMQV is the only one to allow for
multiple TEST queries, the protocol does not involve semi-static keys, nor does
it take signatures on public keys or key reuse into account. The analysis of X3DH
takes the semi-static keys into account, and the analysis of PQXDH additionally
considers the signatures on the semi-static keys.

Our result relies on a challenge-response version CRGapDH of the Gap Diffie—
Hellman assumption introduced by Kiltz et al. [34] (under the name (2,1)-
CorrCRGapDH assumption). Kiltz et al’s use of the Forking Lemma to reduce
CorrCRGapDH to GapDH means that, to base our results on the GapDH assump-
tion, we require rewinding that comes with a square root security loss. However,
the security proof for DLog-based signature schemes such as XEdADSA (used in
X3DH) and Schnorr signatures is in the ROM and uses rewinding, which leads
to a square root loss as well. Therefore, an analysis of X3DH (or any other proto-
col for Signal’s initial handshake) that takes the signatures into account already
incurs a square root loss. Hence, the use of the CRGapDH assumption does not
incur much penalty for rewinding. We discuss the relation between the GapDH
assumption and its challenge-response variant in more detail in Section [2.1]

Analyses of the Signal protocol. The Signal protocol (both the initial handshake
X3DH and the Double Ratchet protocol) were first analyzed with a game-based
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#TEST Semi- o
Protocol . Y Model Security bound
queries keys use
2
(+|12/|11(3(:}/(t) . X X ROM (QG+nu;-ns+1) + 2q§o
2
[34] GGM +3(nu+ns+1p) (2qro+1)
X3DH 1 ‘/ X ROM (nu+nu:ss+ns)2
[121 —l—ni Mg * (4”55 + 2+ TLS) (% + EGDH)
2
4<nu+nuzss+n5) + ’Ycoll(nunss + ’I’LS)
+ns - 5corr + CLEAK+T
PQXDH 1 // X ROM + (ninss + rm + nunssns) * €EGDH
[23] +4nu * €SIG

2 .
+ (nunssns +n?) - min(ecoH, €cca)
2
+NuNs - RO * €CCA

Ny +NyuNss+n. 2
(nytnynsstng)” + N * €EEUF-0pCMA-DDH

P
XHMQV + 2”3 + 2nuns + ninss) ‘5S'Lm
(this work) 7 v/ ROM

2 2
um + nunss + Ny MNss + nuns

2
+NnsNuNss + nss) . <6CRGapDH + Qg'o )

Table 2. Comparing the tightness of the bounds for HMQV (with additional context
as input to the KDF), X3DH, PQXDH, and XHMQV (against classical adversaries).
Column 2 denotes the number of allowed TEST queries; column 3 if semi-static keys
are modeled (X not at all, v/ yes but without being signed, v'v yes and signed); column 4
indicates if the key reuse of the long-term keys for both DH and signing operations is
modeled; column 5 states the model; and the final column gives the bound. For HMQV,
gc denotes the number of queries to the group oracle (of the generic group model).

approach by Cohn-Gordon, Cremers, Dowling, Garratt, and Stebila [T1J12] and
with a tool-based approach by Kobeissi, Bhargavan, and Blanchet [35] in the
symbolic and computational model. Signal’s initial handshake has since been
replaced with PQXDH [37], which extends X3DH with a KEM in order to keep
the classical guarantees of X3DH. Bhargavan, Jacomme, Kiefer, and Schmidt [6]
have analyzed PQXDH with a tool-based approach in the symbolic and com-
putational model and Fiedler and Giinther [23] with a game-based approach.
Several post-quantum replacements for X3DH have been proposed: Hashimoto,
Katsumata, Kwiatkowski, and Prest [27I28] proposed SC-AKE, SC-DAKE, and
SC-DAKE’ based on KEMs, ring signatures and NIZKs achieving varying lev-
els of deniability. Brendel, Fiedler, Giinther, Janson, and Stebila [8] proposed
SPQR, which is based on KEMs and designated verifier signatures. Dobson and
Galbraith [I9] proposed SI-X3DH based on supersingular isogenies, which was
broken by the SIDH attack [I0/40/48]. Collins, Huguenin-Dumittan, Nguyen,
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Rolin, and Vaudenay [I3] proposed K-Waay based on KEMs and splitKEMs.
Hashimoto, Katsumata, and Wiggers [29] proposed RingXKEM, which batches
computation of pre-key bundles for better efficiency.

Deniability of X3DH was first analyzed by Vatandas, Gennaro, Ithurburn,
and Krawczyk [53]. Fiedler and Janson [24] studied the deniability of PQXDH.

Key reuse. Haber and Pinkas [26] and An, Dodis, and Rabin [2] considered reuse
of keys between signature schemes and public key encryption schemes and offer
definitions for combined security. Degabriele, Lehmann, Paterson, Smart, and
Strefler [I7] and Paterson, Schuldt, Stam, and Thomson [44] looked at the same
setting and define security for one scheme in the presence of an oracle for the
other scheme, i.e., IND-CCA in the presence of a signing oracle and EUF-CMA
in the presence of a decryption oracle. Patton and Shrimpton [45] generically
compose two schemes while taking the context into account. Thormaker [50]
analyzed the joint security of an X25519 based KEM and the Ed25519 signature
scheme.

On the multi-test security from the multi-instance CorrCRGapDH. Kiltz et al.
[34] proved that the security of HMQV can be tightly reduced to the (m,n)-
CorrCRGapDH assumption, a multi-instance variant of CRGapDH. Moreover,
their AKE security model considers a multi-test setting, namely, the adversary
is allowed to query the TEST oracle multiple times. This naturally raises the
question of whether our XHMQV protocol can be proven secure with a tight
reduction under the (m,n)-CorrCRGapDH assumption in the multi-test setting.

We leave it for future study for the following reasons: First, we aim to remain
consistent with prior analyses of Signal’s handshake protocols [12I23]. Second,
we would need to carefully modify our proof such that the underlying (m,n)-
CorrCRGapDH assumption does not use an n or m depending on 7', the number
of TEST queries. Otherwise, T" would appear in the security loss to the Gap
DH assumption, since the reduction from (m, n)-CorrCRGapDH to Gap DH loses
m?n (cf. Theorem 1 and Figure 5 in [34]).

2 Preliminaries

We assume that all our algorithms are efficiently computable and probabilistic
unless we state it.

2.1 Diffie-Hellman Assumptions

We use a weaker variant of the Challenge-Response Gap Diffie-Hellman with
Corruption (CorrCRGapDH) assumption of Kiltz et al. [34] to prove our XHMQV
protocol secure. In [34] Kiltz et al. gave a direct security proof of HMQV from
CorrCRGapDH, and by using the Forking Lemma [47] they proved that the Gap
DH (GapDH) assumption [I] implies the CorrCRGapDH assumption. Hence, by
using the CorrCRGapDH assumption, we do not require the direct use of the
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Gy (A, Qpon, Qen): Dou(X,Y, 2):

L aybsZy, A=g® B =g

0 O s AD?)H,CH((G.VP’ 9), A, B) 4 return [Z = XPts()]

3 return [C € LcreapoH] CH(R € G):
e \ 5 hsZ,

1 abes %Pv A:=¢"B:=g 6 LcrcapdH = Lereappr U {(R - A™)®, (R B")*}
2 C s A”((G,p,g), A, B) 7 return h

3 return [C = A%]

Fig. 3. Security game for the CRGapDH problem defined in Definition

Forking Lemma in our security proof for XHMQV, simplifying the presentation.
By [34, Theorem 1], the security of XHMQYV is based on the GapDH assumption.
The original CorrCRGapDH assumption is in the multi-user, multi-challenge set-
ting, and ours is in the single-pair-of-user, single-challenge setting, and thus our
assumption does not have any corruption query and is denoted by CRGapDH,
which is (2,1)-CorrCRGapDH in the notation of [34].

Let G be a cyclic group with prime order p and generator g. We write (G, p, g)
as the group description of G.

Definition 1 (Challenge-Response Gap Diffie-Hellman Problem). We
say the (t, €, Qppu, Qcu)-CRGapDH assumption holds in (G, p,g) if for any ad-
versary A with running time at most t making at most Qppy queries to its DDH
oracle and Qcy queries to its CH oracle, we have that

Advfg,i?S?H (A7 QDDII7 QCII) =Pr [g(c({;i?;)DH (-A> QDDHa QCH):| S €,

where gf&i?;)DH(A, Qpou, Qcu) is defined in Fig. H For simplicity, when the

numbers of oracle queries are clear, we may ignore t, Qppy, and Qcy so that we
can focus on security bounds. We may then write the game as Q(Cgia;)DH(A) and
the advantage function as Adv(cgiag;)H(A).

Lemma 1 (GapDH rewind, CRGapDH [34, Lemma 6]). For any adversary A
that breaks the (t, €, Qpon, Qcn)-CRGapDH assumption, there exists an adversary
B that breaks the (', €', Qp ;) -GapDH assumption, where t’ ~ 2t, €' ~ Qcye?, and

Q’ N QQ DbpH
Dpu ~ Dpu -

2.2 Signature

In Signal’s X3DH and PQXDH protocols, user’s semi-static keys are signed under
their long-term keys, and the signatures included in the pre-key bundles. These
signatures ensure that no one can upload a malicious semi-static key unless the
user’s long-term key is compromised.

We recall that a signature scheme Sig := (KGen, Sign, Ver) consists of the
following algorithms:
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gl (or PP (A, Qsicx; Qpon): S1GN(m): DpH(X,Y, Z):

1 (Vk — gsk c G,Sk c Zp) s KGen at most Qggy querie 1t st Qppy At

X ) oL g(Y)
2 (m*,0%) s ASSDU((G, p, g)vk)  © if 3o s.t. (m7 0) € Loign 12 return 1z = X 1
5 if (m*,0%) ¢ Loign 7 retu.rn o
A Ver(vk,o*,m*) = 1 8 o «s Sign(sk,m)
9 return o
4  return 1
5 else return 0 10 Leign = Lasgn U{(m, 0)}
11 return o

Fig. 4. Game EUF-opCMA-DDH for a signature scheme Sig.

— KGen generates a public and secret key pair (vk, sk).
— Sign(sk,m) generates a signature o of message m under secret key sk.
— Ver(vk, m, o) deterministically outputs 1 if o is a valid signature of m under
vk or 0 otherwise.
We require a signature scheme to be correct, namely, for all (vk, sk) <—s KGen and
all messages m, we have Ver(vk, m, Sign(sk,m)) = 1.
Existential UnForgeability against Chosen-Message Attacks (EUF-CMA) is
a standard security notion for signature schemes and is also used in proving
security of Signal’s PQXDH handshake when modeling signatures in the previous
computational analysis of [23]. Here, we require only a weaker form of EUF-CMA,
namely, one-per message unforgeability [22] where an adversary is restricted to
ask at most one signature per message. This is because, in proving XHMQV
(similar to the computational proofs for X3DH [I1] and PQXDH [23]), we rule
out collisions in honestly generated keys early on, meaning that each semi-static
public key will only be singed once by a user. Since Signal’s initial handshake
protocol uses the same long-term key both for the DH key exchange and as secret
key in its XEdDSA signature scheme, we consider the following customized one-
per message security notion, which augments the regular notion with a decisional
Diffie-Hellman oracle DDH.

Definition 2 (One-per message unforgeability with a DDpH oracle). Let
Sig be a signature scheme based on a group description (G,p,g). We say Sig is
(t, €, Qsien, Qpon ) -EUF-0pCMA-DDH-secure if for any adversary F with running
time at most t making at most Qsign queries to its SIGN oracle and Qppy queries
to its DDH oracle, we have

Adv Ellél[:(((gp;'g\]ﬂ/-\ DDH(A Qsiox; @pon) 1= Pr [glszlg[':(ézch DDH(A Esien, QDDH):| > 6

where legFézcgﬂ)]A DDH(A, Qsiens Qon) s defined in Figure . For simplicity,

when the group and the numbers of oracle queries are clear, we may write the
EUF-opCMA-DDH EUF—opCMA—DDH(A)

game as Gg;g (A) and the advantage funcion as Advg;,

The Schnorr signature scheme can be proven EUF-opCMA-DDH secure by
using a variant of the Discrete Logarithm assumption, where an attacker has to
solve a discrete logarithm when given a DDH oracle. This additional DDH oracle
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Goer(A): Gl (A): RO(gry) /1m a5

1 (vk,sk) s Sig.KGen, Lro :=0 1 (vk,sk)<s Sig.KGen, Lro :=0 ¢ if 3h s.t. (qry, h) € Lro
2 (ma,...,mq) +s A() 2 (ma,....,mq) +s A() 9 return h

s forie{1,..,Q} 3 forie{l,..,Q} 10 h <+s RO.image

4 oy s SignRO(sk,m;) 4 (00, qry;, hi) <= SIMsign(vk,m;) 11 Lgo := Lro U {(qry, h)}

5 Lro := Lro U {(qry,,h:)} 12 return h
5 Dguess < ARO(vk, sk, {i}1<i<q) © bguess < .ARO(vk, sk, {oi}1<i<q)
6 return bgyess 7 return bguess

Fig. 5. Security game for the §-simulatability in Definition [3] Here, A is stateful.

DSA .Sign®°(sk = z, m): SIMsign(vk = X, m):

t TF*"‘ZQ 1 (a,b) s Z2

2 Ri=g" > R:=X.¢°

3 t=f(R) 3 t:= f(R)

4 h:=RO(m) 4 hi=b-t-a'

s s:=71" (h+at) s si=t-a '

6 return (s, ) s return ((s,t),m,h) /e o
Schnorr.Sign®®(sk = x, m): SIMsign(vk = X, m):

1 r4sZy, R:i=g" 1 hsZ,

2 h:=RO(R,m) 2 $4sZp

3 s:=(r+xz-h)€Z 3 Ri=g°- (X~ H)h

4 return (s, R) 4 return ((s, R), (R, m), h) //tiere oy is (72.m)

Fig. 6. Signing (Sign) and simulated signing (SIMsign) algorithms for DSA and Schnorr
signatures. For both schemes, the secret key is a random z <—s Z, and public key is
X =g

is to simulate the DDH oracle in Fig. [4] and the remainder of the proof reduces
forging a signature to computing a discrete logarithm as in [47U33]. This variant
of the Discrete Log assumption is implied by the standard Gap DH assumption.
We can show that the (EC)DSA scheme is also EUF-opCMA-DDH secure by
following the proof in [22] and introducing a DDH oracle in the underlying
assumption.

To stay as close as possible to the original Signal X3DH handshake, which
uses long-term keys for both DH key exchange and signing, our XHMQV protocol
does the same. We thus require the following d-simulatability notion, adapted
from [22] Definition 5]. Essentially, é-simulatability states that there is an algo-
rithm that can efficiently generate signatures which are statistically close to real
signatures, when allowed programming the random oracle.

Definition 3 (4-Simulatability, adapted from [22] Definition 5]). Let
Sig be a signature scheme whose signing algorithm uses a function RO modeled
as a random oracle. Consider the two games defined in Figure[5, We say Sig is
0-simulatable if there exists an algorithm SIMsign such that for any (unbounded)
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adversary A and Q€ N, we have
|Pr [Gdieh (A) = 1] — Pr [G8im, (A) = 1]| < 6.

Both the DSA and the schnorr signature schemes satisfy the §-simulatability
definiton with negligible 4. Fig. [6] presents the SIMsign algorithms for the DSA
and Schnorr signature schemes. The one for DSA is from [22, Figure 5]. The
idea here is that the construction of h in the SIMsign of DSA ensures that h
is distributed uniformly at random unless a is not invertible (which happens
with probability %) By a union bound, we have § < %. For the full proof of
the simulatability of DSA scheme, we refer to [22, Lemma 1]. For the Schnorr
scheme, we have § = 0.

3 Security Model

We analyze the security of our XHMQV protocol with a security model for au-
thenticated key exchange, following the seminal Bellare-Rogaway (BR)-style key
exchange model [4], adapted to the setting of Signal’s initial handshake in a series
of prior work [TTIT2|823]. Our analysis is game-based and yields a computational
guarantee.

BR-style key exchange models allow an adversary to interact with multi-
ple honest users with multiple sessions each. It can fully control the network
and deliver, modify, inject and suppress messages (through a SEND oracle).
Furthermore, the adversary can (partially) compromise users: It can corrupt
long-term keys (via the CORRUPTLTKEY oracle), corrupt semi-static keys (via
the CORRUPTSSKEY oracle), reveal the ephemeral randomness of a session
(via the REVEALRAND oracle), and reveal the session key of a session (via the
REVEALSESSKEY oracle). This fine-grained control over user compromise allows
us to model the maximum exposure guarantees that Signal strives for. Lastly,
the adversary picks a test session (via a TEST oracle) for which it needs to dis-
tinguish between the real session key and a randomly sampled session key. Our
model precludes the adversary from being able to trivially compute the session
key in the test session. Formally, we do this via a “freshness” condition, which
includes checking for protocol specific compromise scenarios with the so-called
clean predicate. We give more details on this below.

Our model is directly based on the revision by [8)23], adapted mainly to cap-
ture the additional exposure scenarios that our XHMQV design protects against.
We hence closely follow the exposition of [23]. Based on this line of work, we
consider Bob, who first uploads his pre-key bundle, as responder, and Alice, who
thereafter sends the first peer-specific message, as initiator.

3.1 Syntax and Notation
We follow the syntax of [23], who explicitly model the signatures on semi-static
keysﬁ

5 As [23] analyzed PQXDH, their model includes two types of semi-static keys (DH
and KEM keys), while ours focuses on DH keys only.
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— KGenLT() s— (ltpk, ltsk): The long-term key generation algorithm that out-
puts a party’s public-key /secret-key pair.

— KGenSS(ltsk) s— (sspk, sssk): The semi-static key generation algorithm that
takes as input a long-term secret key ltsk and outputs a public-key/secret-
key pair.

— Run(ltsk, sssk, ltpk, m,m) s— (7', m’): The session ezecution algorithm that
takes as input a party’s long-term secret key ltsk, that party’s semi-static se-
cret keys sssk, all parties’ long-term public keys ltpk, a session state 7, and
an incoming message m, and outputs an updated session state 7’ and a (pos-
sibly empty) outgoing message m’. The session sending the first message is
set up by calling Run with a distinguished message m = (create, (ssid, type)),
where ssid indicates the semi-static key to be used and type whether a full
(type = full) or reduced (type = reduced) handshake should be performed.

Parties and sessions. In the model, each party P € [n,] holds a long-term
public-key /secret-key pair generated by KGenLT and may run multiple instances
of the protocol (simultaneously or sequentially); we denote the ith such session
of party P by m%. The security game maintains the following information for
each session:

— oid € [n,]: The identity of the session owner.

— pid € [n,] U {x}: The identity of the intended peer, which may initially be
unknown (indicated by *).

— role € {initiator, responder}: The role of the party.

— Stexec € {L, running, accepted, rejected}: The status of this session’s execution.

— sid € {0,1}* U {L}: A session identifier defining partnering.

—cid € {0,1}* U {L}: A contributive identifier, defining a preliminary form
of partnering (often as a substring or prefix of the session identifier) for the
case the session is not yet bound to an authenticated peer [21].

— K e Kxg U {L}: The session key established in this session, initialized to L.

— type € {full,reduced}: Indicator whether an ephemeral pre-key was used
(type = full) for key establishment, or not (type = reduced).

— coins € Rkg: The random coins from the randomness space Rkg used in the
execution of Run; set by the game and read-only thereafter.

— sspk € {0,1}* U {L}: The semi-static public key used in this session.

— state € {0, 1}*: Potential session state of the protocol.

For bookkeeping in the security game we additionally introduce the following
flags, which are not accessible by the protocol sessions:

— revrand € {true, false} indicates whether the random coins 7.coins have been
revealed via a REVEALRAND query. The default value is false.

— pcorr € {true, false} indicates whether the peer’s long-term key was corrupted
at the point in time when this session accepted. The default value is false.

Session partnering. We say that two sessions ¢, i}, are partnered if they agree
on the session identifier, i.e., if w@.sid = 7r{‘,.sid # 1. Contributive identifiers
indicate that two sessions may eventually derive the same session key but are
not fully partnered (yet).
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3.2 Security Game

We formalize security as key indistinguishability through game QE,’E(.A) in Fig-
ure [7} The game first fixes a bit byest s {0, 1}. Next, it samples long-term and
semi-static keys for all users (one long-term key and ng, for each of the n, users).
Then, the adversary A gets all public keys ltpk, sspk and can access several or-
acles to control interaction with and between honest users.

— SEND(U, i,m): Sends message m to session 7j;, which corresponds to exe-
cuting Run(ltsk;;, sssky, ltpk, 7r%], m), saving the updated session state 7’ as
w@, and returning the outgoing message m’ to the adversary.

— CORRUPTLTKEY(U): Returns party U’s long-term secret key ltsk;; to the
adversary; recorded through the flag corrltkys.

— CORRUPTSSKEY(U, ssid): Returns party U’s semi-static secret key sssksljid
to the adversary; recorded through the flag corrssksspksusidﬂ

— REVEALRAND(U, ): Returns the randomness {;.coins of session 7¢; to the
adversary, recorded in the session through the flag revrand.

— REVEALSESSKEY (U, i): Returns the session key 7,.K of session 7, to the
adversary, recorded in the session through the flag revealed.

— TEST(U,i): If a TEST query has been made before or session 7}, has not
accepted, then return 1. Otherwise; if by = 0, return wb.K, otherwise
return a randomly sampled session key from the protocol’s key space Kkg.
Record the test session as m* < 7%,

Finally, the adversary outputs a bit bgyess. If the adversary was able to violate
soundness of the protocol, the game outputs 1. If the adversary can trivially
compute the session key of the test session, we say that it violates freshness
and the game outputs a random bit. Otherwise, the game returns whether the
adversary’s guess bguess correctly decided the test bit biest, i.e., if the adversary
can distinguish between the real session key and a randomly sampled session
key. The advantage of the adversary is its chance of winning minus its chance of
randomly guessing correctly (3).

Definition 4 (Key Indistinguishability [23]). Let KE be a key exchange
protocol and A an adversary against the key indistinguishability (KI) game GKL(A)
in Figure @ We say that KE achieves (t7 € (anda qCorrLT, dCorrSS; qRevR qRevSK))f
key indistinguishability, if for any adversary A against GKL(A) with running
time at most t and making at most gsnd, qCorrLT, 4CorrSS; qRevR; T€SP. (RevSK
queries to its SEND, CORRUPTLTKEY, CORRUPTSSKEY, REVEALRAND, resp.
REVEALSESSKEY oracles, we have that Advkg(A) = Pr [GKE(A)] — & < e. Note
that the model restricts the adversary to a single query to the TEST oracle.

" Following [23], we base the corrssk flag on the semi-static public key and not on the
semi-static id ssid, since initiator sessions do not learn the ssid.
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fresh(m™):

13

14

(sspku|s], ssskuls]) <—s KGenSS(ltsky) 15

16

Ke(A):

1 btest <3 {07 1} sample challenge bit

2 T ¢ L //variable for test session

3 for U € [np)] //zencrate long-term key

4 (Utpky, ltsky) <—s KGenLT()

5  for s € [nss] / senerate semi-static key
6

7

©

ltpk {ltpkU}Ue[np]
sspk {SSPkU}Ue[np]
Dguess < A(ltpk:7 sspk:) run adversary

if 7*.revealed = true: return false

t ssion is revealed

return false
test session’s partner is revealed
return cleanﬁswpe(ﬂ*)

test session is clean wrt. to its handshake type (full resp. reduced

sound():

if 3ni, # 7 ¢ () sid = w*sid A 7l .revealed = true):

¥ d fal " 16 return Y distinct m, 7', 7" : (
10 1 n = L rn tri . .
sound() = false: return true 17 (msid = 7'sid # L = 7.K = 7.K A m.type =
! adversary \*H s if it breaks soundness 7_rl‘ty[)e /\Tr‘CId — 7_rI‘CId)
11 if fresh(n™) = false: bguess < 0
ame session identifiers imply same key, type, contributive identifier
”;‘”‘\ '”‘l‘)m ! “"b""“” not freh 12 and (m.sid = 7'.sid # L A m.role = initiator =
12 return [bguess = brest] // determine win or loss ' role = responder)
ession identifiers of two initiator sessions never collide
19 and (m.sid = n'.sid = n”sid # L = m.type =
reduced))
ession identifiers of three sessions only collide in reduced mode
SEND(U, i, m): CORRUPTLTKEY(U):
20 if 7, = L: 35 corrltky 4= true // mark lons term key corrupted
initiate session: for responders, we have m — (create, (ssid, type)) 36 T@EULTL I8k // retum tong-term secret key
21 7g.0id <= U //cet owner identity .
22 if m = (create, ...): 7;.role < responder CORRUPTSSKEY (U, ssid):
et responder role 37 corrssk“pksUsiu— true // mark semi-static key corrupted
i N .
23 else 7y .role « initiator 38 return ssskuy[ssid] /et semivsiatic seoret ey
set initiator role (m is first message)
24 T.COINS 4—8 RKE // cample session randomnes REVEALRAND(U, 7):
i . -
25 Tr.Stexec = FunnIin e i
e g B 39 if 7y = L return L/ ccosion does not exist
26 (mgr, m') < Run(ltsky, sssku, ltpk, i, m) i
40 mg;.revrand <— true ; mark randomne
run session, random coins in 7w}
8 7 H
e i 41 return my;.CoINS // return session’s random coins
27 if 7 Stexec = accepted: v e nemen m ndom con
e e e o REVEALSESSKEY (U, 4):
28 my.peorr «— corrltk i
U B i 7
) . — .
29 return (m’, ml .Stewc) /et mesaze and session state if 7y = L or mp Stewc # accepted: return L
session does not exist or has not yet derived session key
TesT(U, i): 43 Tpy.revealed ¢— true // mark cecsion key revealed
,1):
) . 44 return 7w K/ return session kes
30 if 1y = L or 7 .Stexec 7# accepted or 7 # L:
return L
ession does not exist, has not accepted yet, or te Iready -d
31 T 4= MYy //record test session
32 Ko + 7K
33 Ky s Kke
3¢ return Ky, // return real-or-random challenge key

Fig. 7. Key indistinguishability (KI) game for key exchange protocol KE (top), in which
adversary A has access to oracles SEND, TEST, CORRUPTLTKEY, CORRUPTSSKEY,
REVEALRAND, and REVEALSESSKEY (bottom), and wrt. to (protocol-specific) clean
predicates clean®E for KE. The clean predicates satisfied by our XHMQV protocol are
given in Figure[§

Soundness. The model captures soundness, i.e., that session identifiers correctly
reflect protocol executions, via the sound predicate. Specifically, it excludes the
following three cases:
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XHMQV (1. Y.
cleang "V (7"): cleanirss(7):
XHMQV (% 52 return
e cgees (T°) 53 ( *.role = initiator and —corrltk and
= - o
45 return | or cleangg(m*) - it 7*.oid
or cleanyte(m™) —corrsskr sspk and (=" peort or *.sspk € sspkir- pia) )
tested initiator »ng-term and responder semi-static secret key is uncompromised
XHMQV [y . ind responder long-term (signing) secret key was uncompromised upon acceptan
clean;gyeed (7°): or semi-static key was honestly generated
* — .
46 return cleantss(7*) or cleang T (7*) 54 Or (71- .role = responder and —corrltk,« piqg and
or cleangss(7*) or cleanyrir(7™) ﬁcorrsskw_sspk)

initiator long-term and tested responder’s semi-static secret key is uncompromised
cleangg(m*):

cleangr (7%):
47 return —7”.revrand and cleanpeere (1) #T()

est session randomne unrevealed 55 return

and peer’s ephemeral contribution is clear 56 (w*.role = initiator and —7*.revrand and ﬁcorrltkw*_p;d)

. tested initiator’s randomness and responder long-term secret key is uncompromised
M 57 or (7r*.ro|e = responder and cleanyeere (1) and ﬁcorrltkﬂ*_o;d)

48 return (ﬂ—*‘ro|e — initiator initiator’s ephemeral contribution is clean

7.role = responder
and 37 # 7* : [ and 7”.cid = 7.cid )
and —m.revrand
contributively-partnered responder sessior 58 return

ramdomness s unrevenled 59 (W*Arole = initiator and —corrltk,« oiq and cleanpeerg(w*))
29 or (m*.role = responder

cleanyre(7):

tested initiator long-term secret key is uncompromised

7.role = initiator nd responder’s ephemeral contribution is cleax
and 37 # 7 : | and 7*.sid = 7.sid ) 60 or (W*.role = responder and —corrltky+ pig and ﬁ7r*4revrand)
and —m.revrand

sartnered initiator session’s randomtr is unrevealed

initiator long-term secret key and tested responder’s randomr is uncompromised

cleangss(m*):
cleanyir (™) :

61 return
50 return 62 (7r*.ro|e = initiator and —7*.revrand
51 (ﬁCOrﬂtkw.oid and ﬁcor”tkn*.pid) and —corrsskr+ sspk and (—m*.pcorr or 7*.sspk € sspk,,*_p-‘d))

»oth initiator and responder long-term secret key

tested initiatc ind responder semi-static secret key is uncompro

wre uncompromised
1

responder 7) secret key was uncompromised upon acceptance

or semi-static key was honestly generated
63 or (w*.role = responder and cleanyeere(7*) and ﬁcorrsskw*_sspk)

initiator’s ephemeral contribution lean

and tested responder’s semi-static secret key is uncompromised

Fig. 8. Clean predicates for the XHMQV protocol. Predicates satisfied by XHMQV but
not X3DH are highlighted.

(i) Two sessions accept with the same session identifier, but derive different
session keys, indicate different handshake types (full vs. reduced), or do not
agree on their contributive identifiers (Fig. El, line .

(if) Two initiator sessions accept with the same session identifier (Fig. line.

(iii) Three sessions accept with the same session identifier in full handshake type

(Fig. [} line[19).

Freshness. The security model excludes cases which allow the adversary to win
trivially: If the adversary has revealed the test session (line , if it has revealed
a session partnered to the test session (line [14)), or if it can compute the ses-
sion key with the keys it has compromised via queries to the CORRUPTLTKEY,
CoRRUPTSSKEY, REVEALRAND oracles (line [15)). The clean predicates are
protocol-specific since different protocols require different (combinations of) keys
to compute the session key.
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3.3 Clean Predicates for XHMQV

In our XHMQV protocol, key derivation combines both of Alice’s keys (long-term
and ephemeral) with each of Bob’s keys (long-term, semi-static, and ephemeral),
yielding six combinations in a full handshake. If Bob’s ephemeral key is unavail-
able (because the Signal server ran out of pre-key bundles for Bob), the number
of combinations accordingly reduce to four. As long as one of these six (or four)
combinations is not known to the adversary, it should not be able to compute
the session key.

Formally, we model this with the clean™™QV predicates given in Figure
more specifically clean?meQV and clean:i';mgjv capturing the expected security of
a full resp. reduced handshake. These predicates ensure that at least one of the
combinations long-term—semi-static (clean tss), ephemeral-long-term (cleang, 1),
ephemeral-semi-static (cleangss), or long-term—long-term (clean 1) is uncom-
promised. For a full handshake, the predicate is also satisfied if the ephemeral—
ephemeral (cleangg) or long-term—ephemeral (clean tg) combination is uncom-
promised.

To check that an ephemeral contribution is not compromised, we use the
cleanpeere sub-predicate: Here, we check that for an initiator session the random-
ness of a contributively partnered (i.e., via cid) responder session is not revealed
or for a responder session the randomness of a partnered (via cid) initiator session
is nor revealed.

For cases involving semi-static keys, i.e., clean tss and cleangss, simply requir-
ing the semi-static key to be uncompromised is not sufficient: We additionally
check that the responder’s long-term key is uncompromised at the time when
the initiator accepts via the pcorr flag or that the semi-static key was honestly
generated. The first additional check was introduced by [23] to model that the re-
sponder’s semi-static key is authenticated via a signature under the responder’s
long-term key. The second additional check is a novel strengthening to capture
that even if the responder’s long-term key is compromised, we expect security
as long as the semi-static key is not compromised.

Compared to X3DH, the clean predicates of our XHMQV protocol give a
strictly stronger guarantee: For all cases in which X3DH is clean, our XHMQV
protocol is clean as well. Furthermore, if only the long-term—long-term or only the
long-term—ephemeral combination is clean, then our clean predicate for XHMQV
demands security, but X3DH does not satisfy this. This is the stronger maximum-
exposure guarantee of our XHMQV protocol.

4 Our XHMQV Protocol

We now introduce our XHMQV protocol, using a group (G, p, g) and a signature
scheme Sig (like in Signal, Sig may build on G). Further, denoting by K the
session key space, we use two key derivation functions KDFz, KDF,.: {0,1}* — K
for deriving session keys, and four hash functions hg, b1, ha, hg: {0,1}* — Z,.
(The indices indicate that in practice, we expect those to be instantiated using
the same algorithm using domain separation.)
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We fully define XHMQV in Fig. EI, along with a variant XHMQV™. In XH MQV,
long-term keys are used for both the DH key exchange key and for signing semi-
static keys (as is done in X3DH). XH MQV™" instead use independent signing keys,
ensuring proper key separation. We will focus on and prove security for XHMQV,
i.e., with key reuse, given this is closest to Signal’ deployment. We emphasize
that our analysis capturing this key reuse is in contrast to prior work, which
either modeled the signatures using separate signing keys [35/5324J6123129] or
not at all [TTJT2U8]. Our results naturally apply to XHMQV™, under weaker
assumptions.

Adapting HMQV. To understand the design of XHMQV, we start by introducing
how we adapt the idea from HMQV to the Signal setting. Let (A4, a) and (X, z)
be the long-term (identity) key pair and ephemeral key pair of Alice, and let
(B,b), (S,s), and (Y,y) be the long-term, semi-static, and ephemeral key pairs
of Bob, respectively. Following X3DH, a handshake session is either in the full
mode or in the reduced mode.

Recall that in HMQV only involves two key pairs (long-term, ephemeral)
on each side. In a full handshake, we hence need to integrate the additional
semi-static key of the responder (S, s)) into the combination of DH secrets. Our
approach is to view (S, s) as another “long-term secret” of Bob (in the HMQV
sense), and integrate it into DH combinations in the following way (from Alice’s
view):

(YBO)*de JHMQV  —s (Y B®1S%)+4e )/ XHMQV,

where d, ey, es are exponents derived using hash functions, following HMQV’s
design.

In a reduced handshake, (Y,y) is unavailable and the semi-static key pair
(S,s), which is regularly rotated, serves to provide (delayed) forward secrecy.
Here, we can essentially fall back to the HMQV equation, dropping (Y,y) and
es, and using the semi-static key in place of the responder’s ephemeral key (again,
from Alice’s view):

(YBen)*tda yHMQV  — (B 8)%t4a// XHMQV,

Let us discuss how to derive d, e;, and es. These three exponents are chosen
to prevent a linear relationship between Y, B, and S. We keep d := ho(A4, X) as
in HMQV and let e; := hy(B,Y, S) and ey := ho(B,Y,S). That is, both e; and
eo include the long-term, semi-static, and ephemeral information of Bob. This
choice is not only for excluding trivial attacks (e.g., if S is not involved in e,
then the adversary can contruct a malicious Y to eliminate .S), but also essential
for our security proof, namely, allows us to construct reductions from CRGapDH
assumption (cf. Definition [).

Similar to X3DH, we sign semi-static keys in XHMQV using the long-term
key, to protect against active attackers replacing them. While adding signature
upgrades the protocol from weak forward secrecy security to full forward se-
crecy, the key reuse issue requires the signature scheme to have stronger security
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than the standard unforgeability definition (cf. Definition . For completeness,
we also provide a version that use independent signing key, XHMQV™, see the
highlighted differences in Fig. [0}

Security of XHMQV. The security theorem for XHMQV is given in Theorem
below. One can use it to derive a similar result for XHMQV™ (except that we
would require Sig to achieve EUF-opCMA instead of EUF-opCMA-DDH).

Theorem 1. The XHMQV protocol given in Fig. @ achieves (t, €, (gsnd, gCorrLT,
qCorrSS; JRevR, (RevsK ) )—Key indistinguishability defined in Definition .
Specifically, let n,, ngs, and ng be the numbers of users, semi-static keys per
user, and sessions in the key erchange game QE'E, respectively. Let (G,p,g) be
a group and both XHMQV and the signature scheme Sig of XHMQV be built on
this group. If the (to, €crgapbH; @pon, @cu)-CRGapDH assumption holds in G and
Sig has (t1, €EUF-opcMA-DDH ;s @siax; @y )-EUF-opCMA-DDH security and 0sim -
simulatability, then for any adversary A with running time t, we have

< (M nungs +ns)?
€= > + My * EEUF-opCMA-DDH

+ (Qni + 2nyng + ninss) “Osim

2 2
+ (nu + NyNgs + Ny Nss

Qro
+ NuNs + NsNyMgs + nis) : <€CRGapDH + = )

where Qro 1s the number of random oracle queries issued by A across hg, hy, ho,
h3, KDFs, and KDF,., andt =~ ty = t1, Qcu = Qro, Qoon ® Qro, Qppu = Qro,
and Qsigy = ngs. Without loss of generality, we assume that A does not issue
repeated queries since they return the same response, so we also have qsnqg <
21, qCorrLT < N, CorrSS < M * Mss, qRevR < Mis; AN qRevSK < M.

Remark 1 (Use the same KDF or hash function, with domain separation). For
the key derivation functions KDF; and KDF,, as well as the hash functions
ho, h1, ho, and hg, the indices indicate that in practice, we expect those to be
instantiated using the same algorithm using domain separation [3]. This can be
achieved, e.g., via prefixing labels, similar to domain separation already done in
Signal [46], Section 2.5].

Remark 2 (On the “Another Look at HMQV”.). Menezes [42] identified several
vulnerabilities in HQMV, including small-subgroup and unknown key-share at-
tacks, and proposed corresponding countermeasures. These considerations are
also reflected in our XHMQV design. For instance, XHMQV includes the session
context in key derivation process to prevent unknown key-share attacks. In real-
world implementations, XHMQV must additionally validate all group elements,
ensuring the correct order or group membership of long-term public keys, semi-
static public keys, and ephemeral pre-keys.
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KGenLT(U): KGenSS(ltsky): Run(ltskg, ltpk, sssks, 7s, (create, ssid, type))):
: :‘,ﬁf@i ,,,,,, B 6 (u,1sk ) = ltsky 12 B:= ”B'Oic_l
L —
2 Wesk) o KGen) 55, 5= g i mecoins

s res ) el
10+ Sign(sk, 5) | 16 if type = full
9 sspky = (S, 0) 17y = Zp(r), epk = g¥
10 sssky = (s,0) 18 else epk := L
11 return (sssky, sspky;) 19 7p.(pid, sspk, type) := (x, sspk, type)
20 mg.state := (ssid, y)

4 ltsky == (u[;k])

s return (lisky, ltpky;)

Store ssid and ephemeral secret in
21 mg.cid := (B, ltpkg, sspk, epk)
22 m := (B, sspk, epk, o)

ffffffffff 23 return (g, m)

Run(ltsky, ltpk, Ty, m):  «--------> -<>  Run(ltskg, sssks, ltpk, 75, m’):

52 B := mg.oid
L

53 (b, 1sky 1) 1= ltsks
[ S——

se (B, vk, 1) == ltpk][B]
L

24 A:= m,.0id
L r— -1

25 (a,1sky 1) := ltsky, (A, 1 vk, 1) == ltpk[4]
| E— Lo —J

26 (B, sspk, epky) :==m

27 (8,0) := sspk 55 (ssid,y) := mg.state  rewicve the session state

56 s := ssska[ssid] // retricve the semistatic seeret key
57 S := mp.sspk

58 (A, epky) :=m/

59 X := epk,

= T
28 (B, 1vky 1) := ltpk(B]
| Sy |
20 if Vf(B, o, sspk) # 1 : return (m,, L)

I
I
|
I
I
I
I
I
I
I
I
I
I
I
|
30 r 1= Ty.Ccoins |
31 x:=Zp(r), X :=g° |
32 d = ho(4, X) |
33 if epky # L /il nandshake .
s Y := ephkg 1 63 e1:=hi(B,Y,S)
35 e1:=hi(B,Y,S) } 62 ez :=ha(B,Y,S)
36 ez :=ha(B,Y,S) ! 65 DH := (X A%yyFerbteas
I
I
I
I
I
I
I
I
I
I
I
I
|
I
I
I
I
I
I
I
I
I
I
I
I
I
|

60 (A, wr\;k:) = ltpk[A]
L——1

61 d:= ho(A, X)
62 if type = full / ru nandsnaie

37 DH := (Y B®1§°2)vtde 6 ctat == (A,B,S,Y,X)

38 ctot:= (A, B,S,Y, X) 67 m.K := KDF;(DH, ctat)

39 my.K:= KDFy(DH, ctat) 68 Tg.type := full

10 my.type := full 69 else //reduced handshake

21 else reduced handshake 70 e = hg(B,S)

a2 e :=hs(B,S) 71 DH := (XA%)erb+s

43 DH := (B §)*Hde 72 ctwt = (A, B, S, X)

1 ctzt:=(4,B, S, X) 73 m.K:= KDF,(DH, ctxt)

45 m.K:= KDF,(DH, ctat) 74 my.type := reduced

46 my.type := reduced 7. (pid, Stexec) := (&, accepted)
a7 epky ==X 76 mg.sid := (A, B, ltpk[A], ltpk[B], sspk, epky, epk,)
48 7y.(pid, sspk, Stexec) := (B, sspk, accepted) 77 return

49 m,.cid := (B, ltpk[B], sspk, epks)

50 my.sid := (A, B, ltpk[A], ltpk[B], sspk, epky, epk,)

51 return (my,m' := (A, epk,)) ------------=

~
o

Fig. 9. Our XHMQV protocol and its variant XHMQV ™. Elements in gray boxes are
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5 Security Proof of XHMQV (Theorem

We start with G which is the original key exchange security game QE,'E (A) with
two modifications to simplify our proof: (1) For each session 7, we add a variable
mh.ctat into the session to store the context value ctrt used in computing the
session key. By using this variable, we can easily verify if a hash query to KDF¢
or KDF, matches the public keys (i.e., long-term, semi-static, and ephemeral
keys) used in a session. (2) We use random oracles to simulate all hash functions.
Since the proof is in the ROM, these changes are conceptual, so we have

Advice (A) = Adviduqy (A)-

GAME Gq: This game excludes collisions of DH keys. Specifically, we abort the
game (i.e., overwrite A’s output with 0) if any two honestly generated DH key
pairs collide. In the game, there are at most n, long-term key pairs, nss semi-
static key pairs for each user, and ns ephemeral DH key pairs. By the birthday
bound (over G with |G| = p), we have

(N, + My - Mgs + Mg)?
p

GAME Go: We introduce a new abort event Forge in Go: If A forges a signa-
ture on a semi-static key with respect to an uncorrupted long-term key, then
we abort the game. We denote this event as Forge. If Forge does not happen,
then the distribution of G is the same as the one of Gi. In the following, we
construct an adversary F against the EUF-opCMA-DDH security of Sig to bound
Pr [Forge|. In the description of F, we underline how we embed the challenge
into the game and how we get the forgery if Forge happens.

AdVSﬁMQV(A) < AdVSﬁMQv(A) +

Reduction FPPHSION (vk* = B*):

— Initialize Go:

1. Initialize two patch key lists Lpatcns (for full sessions) and Lpach.r (for
reduced sessions) to store all keys that are needed to be patched to the
random oracle. For example, if there is a tuple (4, B, S,Y, X, K) in Lpatch-f,
then it means that there is a session 7 such that 7.K = K and w.ctzxt =
(A,B,S,Y, X).

2. Initialize a candidate key list (for full sessions) Lekey-¢ to deal with the case
that the adversary first computes the key itself (and queries the RO) and
finishes the session later. Similarly, initialize and a key candidate list Lekey-r
for reduced sessions. For example, if there is a tuple (4, B,S,Y, X, K) in
Lekey-f, then it means that A has queried KDF; on (A, B,S,Y, X, DH)
(where DH is the correct XHMQV secret). Here (A4, B, S,Y, X) may cor-
respond to the context of a session (that is not yet completed). If A
completes such a session, then we can set its session key as K.

3. Guess a party B* and set its long-term public key to B*. When generating
semi-static keys S of B*, F queries SIGN(S) to get the signatures. Note
that we exclude collisions of all DH key pairs, so all .S are unique and we
only need to query SIGN(S) once for each S.
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4. For all other parties, run KGenLT and KGenSS faithfully. After this step,
F has ltpk, sspk, and ltsk (except for the long-term secret key of B*).

5. Run bguess <= A(ltpk, sspk) and proceed the game as in G;. The simula-
tion of random oracles and game oracles are simulated in the way described
below.

6. If the adversary never forges a valid signature on one of B*’s semi-static
keys before corrupting B*, then abort the simulation and return a random
forgery.

— Simulation of oracles defined in g,’é'E:

e All oracles except SEND and CORRUPTLTKEY are simulated as defined
in GKL. For CoRRUPTLTKEY, F aborts if A queried for the long-term
secret key of B* (in which case Forge cannot happen afterwards) and
answers with the corresponding secret key for all other users. For SEND
queries, if the query does not involve B*, then we also simulate the oracles
in the same way as in GKI-.

e SEND(B*,i,m): We only describe the changes to the Run algorithm and
the setup of session keys.

* Run(ltskg., ssskg-, ltpk, mi. , (create, ssid, type)) — responder creation:
Simulated as specified.

* Run(ltskg., ssskp-, ltpk, 7i.,m = (U, S,Y, o)) — initiator: We describe
handling a full handshake (Y # 1); handling the reduced mode works
analogously.

1. If o is a valid signature of B* and S ¢ sspkg«, then we abort the
simulation and output (5, o).

2. Generate the ephemeral key pair (X, x).

3. Let U be the long-term public key of U. If there exists an entry
(B,U,S,Y, X, K) in Loy, then retrieve this K. Otherwise, sam-
ple a random K and record (B,U, S,Y, X, K) in Lyatch-f-

4. Set T K := K.

* Run(ltsky., ssskg-, ltpk, mi.,m' = (U, epky = X)) — responder com-
pletion: We describe handling a full handshake; handling the reduced
mode works analogously.

1. Get the semi-static secret s and the ephemeral secret y (and their
public keys) of this session. Let U be U’s long-term public key.

2. If there exists an entry (U, B, S,Y, X, K) in Lgey-f, then retrieve
this K. Otherwise, sample a random K and record (U, B, S,Y, X, K)
in Acpqtch-f-

3. Set 7§ .K:= K.

e SEND(U,4,m = (B*,S,0)): If ¢ is a valid signature and S ¢ sspkg~, then
we abort the simulation and output (S, o).

— Simulation of random oracles hg, hi, ha, h3, KDF;, and KDF,: We only discuss
new queries. For repeated queries, F returns the previously recorded values.
o KDF;(DH,A,B,S,Y,X):
1. If DpH(X A4, Y B*1 S°2, DH) outputs 1:
« If there exists (4, B, S,Y, X, K) in Lpatchf, retrieve this K.
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* If not, then sample a random key K and record (A4, B, S,Y, X, K)
in Eskey—f-
* Set KDF¢(DH,A,B,S,Y, X) =K
* Return K.
2. Otherwise, simulate via lazy sampling.
e KDF.(DH, A, B, S, X):
1. If DpH(X A4, SB°t, DH) outputs 1:
s If there exists an entry (4, B, S, X, K) in Lyatch-r, retrieve this K.
* If not, then sample a random key K and record (A, B, S, X, K) in
£skey—r~
x KDF,.(DH,A,B,S, X) =K.
* Return K.
2. Otherwise, simulate via lazy sampling.

If Forge occurs, meaning that A forges a signature for a party’s semi-static
key before corrupting the party, then F can use this forgery to win the unforge-
ability game if B* is the party whose signature A has forged. Since the guess of
B* is independent of A’s view, we have

1
— - Pr[Forge] < Pr AdvgéF‘OPCMA—DDH(}-)

Therefore, we have

Ad")?HlMQv(A) < AdV)?ﬁMQv(A) + Pr[Forge]
< Advigiuqu(A) + - AV PPN (F),

Splitting G, into clean cases: We now divide the proof into six sub-cases ac-
cording to which clean predicate the test session 7* satisfies. Let Gg A cleany
denote G2 conditioned on clean predicate cleanx being satisfied. We can bound
the advantage of A in Gy by the sum of A’s advantages in Go A cleany, for
cleany € {clean T, clean 7g, clean tss, cleang, T, cleangss, cleang 1} being one of
the clauses in clean*"MQV.

Advigivqu(A) < > Adviiiiaean (A).

clean x €{clean_tiT,clean Tg,cleaniTss,
cleang,,cleangss,cleange }

Note that predicates clean tg and cleangg only apply to a test session in full
handshake mode (7*.type = full).

We bound the probabilities of each predicate in Appendix [A] For space rea-
sons, we summarize the resulting bound in the following lemma and only give a
proof sketch illustrating the common proof strategy across the clean cases.

Lemma 2. With the notations and assumptions from Theorem let €crGapDH
be the advantage bound for the CRGapDH assumption in G and ds;my be the bound
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for simulatability of Sig, we have

Adv)?leQV(-A) < Ny 20sim + €crRGapDH + QrRO/P) // cleanitit

(
+ nuns - (Osim + €cRGapdH + Qr0O/P)  // cleanite
+ n2ngs - (Osim + €crcapdH + Qro/P)  // cleanitss
+ nyns - (Osim + €crcappH + QrO/P)  // cleangit
+ nsnynss - (€crRGapdH + QrO/P) // cleangss

+ n? - (€crGapbH + QRO/D) - // cleangg

Let us illustrate the proof strategy at the example of the clean 1 1 case, i.e.,
G Aclean 1t

bounding Advyiiuqy - (A). We proceed via the following steps:

1. We first guess the initiator and responder party of the test session 7, picking
two user identities A* and B* uniformly at random and aborting if that guess
was incorrect. This leads to the multiplicative security loss of n2.

2. We then use the J-simulatability of Sig to replace signatures of A* and B*.
More specifically, we change the game such that all signatures of these two
users are generated by running SIMsign and programming random oracles.
This step allows us to simulate signatures only using public keys, which is
essential for later reductions because we do not have the secret keys when
constructing the CRGapDH reduction.

3. We then use the CRGapDH assumption over G to exclude the case that the
adversary queries the random oracle on the hash input of 7*’s session key.
To this end, we will embed the CRGapDH challenge into the public keys of
the two users A* and B*. Roughly, if A queries KDF; or KDF,. on (DH, ctat),
where ctzt = 7*.ctat and DH is the correct XHMQV’s DH shared secret,
then we can extract a CRGapDH solution from such a query.

The other proof cases have a similar structure: First, we guess where to
embed the CRGapDH challenge, leading to different guessing losses depending
on the clean case. Second, for all clean cases involving a long-term key, i.e., the
first four cases, we use the simulatability of Sig to replace the long-term key,
resulting in a dg;,, term. Thirdly, we reduce to CRGapDH, obtaining the term
€CRGapDH + @RrRO/P. By combining all probability bounds, we obtain

(M + Nunss +ns)?

KI
Advymau(A) < » + Ny * EEUF-opCMA-DDH

+ (202 + NuNgs + NoNss + Nutts) * Osim

+ (ni + Ny Ngs + ninss
2 ro
+ NyNs + NsNyNgs + nss) : ('ECRGapDH + p) )

This concludes our proof of Theorem [I] g

6 Deniability of XHMQV

Signal strives for deniability of its initial handshake protocol, as discussed in their
descriptions of X3DH and PQXDH [41I37, both Section 4.4]. The deniability



26 Rune Fiedler, Felix Giinther, Jiaxin Pan, and Runzhi Zeng

property that Signal aims for considers transcripts of protocol executions. Given
a transcript, no third party should be able to tell if the transcript is legitimate
or if it was created using solely one party’s (long-term and semi-static) secret
keys; even if the third party has access to both parties’ secret keys. Precisely
this notion was formalized by Brendel, Fiedler, Giinther, Janson, and Stebila [§]
in a game-based setting.

We consider types of offline deniability, i.e., the distinguisher has to decide
after the fact. In contrast, online deniability [2005152] allows the distinguisher
to interact during the protocol execution. However, Unger and Goldberg’s “Iron
Triangle” [51, Section 6.6] presumes it is impossible to combine asynchronicity,
forward secrecy, and online deniability in a key exchange protocol.

Deniable key exchange. Prior work has produced several deniability definitions
for key exchange [I8I32/T5IT6I5A30/53I3TI28IRI24IT3]. Most definitions follow the
same blueprintﬂ An adversary queries a challenge oracle, which either acts as
a real user (by executing the Run algorithm and using that user’s secret key)
or pretends to be that user (by executing the Fake algorithm or the simulator,
depending on the formalism, but without that user’s secret key) to answer the
adversary. Afterwards, the distinguisher gets the transcript of the adversary’s
interaction with the challenge oracle and has to guess if the challenge oracle
used Run or Fake. Intuitively, this guarantees that a transcript does not prove
involvement of a party since the transcript could have been produced by the
Fake algorithm.

Fiedler and Janson [24] provide a modular definition, which eases comparing
deniability notions, with the following parameters:

1. adversarial power (is the adversary malicious, i.e., it may deviate from the
protocol flow, or semi-honest?);

2. power of the Fake algorithm (can anybody fake a transcript (1-out-of-co
deniability) or only the peer (l-out-of-2 deniability)? When producing a
message for Bob, does the Fake algorithm need access to another session of
Bob?);

3. power of the distinguisher (does the distinguisher get all honestly generated
secret keys (big brother model)?);

4. auxiliary inputs (do we assume the adversary, the Fake algorithm, and po-
tentially the distinguisher get common extra input, e.g., transcripts of honest
protocol executions?).

We recount the full definition in Appendix

Deniability of Signal’s initial handshake. Vatandas, Gennaro, Ithurburn, and
Krawczyk [53] show deniability of HMQV and X3DH against malicious adver-
saries by relying on the novel Extended Knowledge of Diffie-Hellman assumption

8 We describe the blueprint for the game-based setting, since our proof uses the game-
based setting as well. For definitions in the simulation-based setting the formalism
differs but the idea remains the same.
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(EKDHA). For X3DH, they additionally rely on the auxiliary input to obtain
a signature on Bob’s semi-static key. Unfortunately, Fiedler and Langrehr [25]
disprove the EKDHA and deniability of X3DH against malicious adversaries by
relying on simple auxiliary input. Fiedler and Janson [24], Table 2] compare the
deniability guarantees for X3DH and PQXDH by considering Alice and Bob sep-
arately: To achieve deniability for Bob, they model two ways for the Fake algo-
rithm to obtain a signature on Bob’s semi-static key and for PQXDH additionally
on an ephemeral key that the distinguisher never seesﬂ Against malicious adver-
saries, they require the EKDHA for both protocols and for PQXDH additionally
plaintext awareness of the KEMB The two following results hold even in the
big brother model: Against semi-honest adversaries, Fiedler and Janson show
that either party can produce the transcript (1-out-of-2 deniability) by relying
on the commutativity of DH operations (i.e., (¢%)¥ = (¢¥)"). Similarly, against
malicious adversaries restricted to honestly generated long-term and semi-static
keys, they show deniability for Alice without assumptions: There, the Fake al-
gorithm uses Bob’s semi-static secret key to compute the long-term—semi-static
contribution and a freshly sampled ephemeral key for Alice to compute the other
three contributions. With this approach the Fake algorithm cannot compute a
long-term—ephemeral contribution (which is not present in X3DH and PQXDH),
but, looking ahead, prevents us from proving deniability for XHMQV in this
setting. Though, it is not clear to us which scenario we model by forcing the
adversary to sample semi-static keys honestly but not the ephemeral keys.

Deniability of post-quantum replacements for Signal’s initial handshake. Hashimoto,
Katsumata, Kwiatkowski, and Prest [28] propose SC-DAKE’ based on KEMs,
ring signatures, and NIZKs, which they prove deniable under the model of [I8].
Dobson and Galbraith [I9] propose SI-X3DH based on supersingular isogenies,
broken by the SIDH attack [T0/40J48], and sketch a deniability argument based
on X3DH. Brendel et al. [§] propose SPQR based on KEMs and designated ver-
ifier signatures (DVS) and show its deniability against semi-honest adversaries
in the big brother model for Alice with their novel deniability definition match-
ing the requirements of X3DH [41], Section 4.4]. Collins, Huguenin-Dumittan,
Nguyen, Rolin, and Vaudenay [9] propose K-Waay, which combines KEMs with
a splitKEM and show its deniability under a novel definition close to that of [§].

Deniability of XHMQV. In the following, we show that our protocol XHMQV
achieves the same deniability guarantees against semi-honest adversaries in the
big brother model as X3DH and PQXDHH For malicious adversaries limited to
honestly generated (long-term and semi-static) keys our XHMQV protocol does
not provide the deniability guarantees of X3DH. We cannot avoid this since the
long-term—ephemeral contribution proves Alice’s involvement if Bob provably

9 The Fake learns the signature via the auxiliary input or with the oracle to another
session of Bob.

10 Note that Signal’s implementation uses Kyber as KEM, which does not achieve
plaintext awareness.

1 SPQR is proven to achieve the same guarantee only for Alice, but not for Bob.
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does not know his ephemeral secret key. For malicious adversaries (which are
not artificially limited to honestly generated long-term and semi-static keys)
the currently only known proof strategy for X3DH involves the broken EKDHA
assumption. Hence, XHMQYV is the same as X3DH and PQXDH for not having a
(viable) proof of deniability against malicious adversaries.

We use the model of [24], formally given in Definition [5] which considers Bob
as initiator and Alice as responder. We split the theorems by role, beginning
with the case of Bob, for whom the Fake algorithm needs to obtain signatures
on the semi-static keys. Following [24], we do this via the auxiliary input and
note that it can similarly be done with the USER oracle that allows Fake to access
another session with Bob. When answering for Alice, the Fake algorithm does
not need auxiliary input or the USER oracle, since Alice does not sign anything.
The proof strategy follows [24, Theorem 4.1]: The Fake algorithm uses its SK
oracle to learn the peer’s long-term and semi-static secret keys and the extracts
the ephemeral secret key from the adversary’s randomness. Using these secret
keys it computes the session key. We give the proofs in Appendix [B]

Theorem 2. The XHMQV protocol as shown in Figure @ is (Np, Nss, QO A » QO 5
qop s tA, tDist, €Dist ) -deniable with respect to ({REGHON, CHALLHONINIT}, {SK},
{SKSs, Aux})-oracles and auziliary info sampled with AuxPrep yielding a valid
pre-key bundle per ssid and user, and aur known to the distinguisher, where n,
is the number of parties and ngs the number of semi-static keys per party, and
40,905, 90p,t A, tpist are arbitrary and epist = 0.

Theorem 3. The XHMQV protocol as shown in Figure @ is (Np; Nss, O A > 4Or »
qop s tA, tDist, €Dist ) -deniable with respect to ({REGHON, CHALLHONRESP}, {SK},
{SKs, AUx})-oracles and auziliary info sampled with arbitrary AuxPrep, and aux
known to the distinguisher, where n, is the number of parties and ns the num-
ber of semi-static keys per party, and qo,,q0r,q0p,tA;tDist are arbitrary and
€Dist = 0.
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A Full Proof of Bounding G, in Theorem [I]

In this section, we formally bound the probability from Theorem [T}

Go G Aclean x
Advyiivqy(A) < E Advyiimgy  (A).-
clean x €{clean_tiT,clean Tg,cleaniTss,
cleang,T,cleangss,cleangg }

We prove each case in different subsections below; concrete security bounds for
each case can be found in these subsections. Here we only give the final security
bound of Adv)((;ﬁMQV(A), i.e., the bound in Lemma |2| where ecrgappH denotes the
advantage bound for the CRGapDH assumption in G and dg;,,, the bound for
simulatability of Sig:

AdV)((;ﬁMQv(A) < lznen Osim + €CRGapDH + QRO/p) // cleani it

(2
+ nums (0sim + €crRGapbH + QrO/P)  // cleanite
+ n2ngs - (Osim + €crGapdH + QrO/P)  // cleanirss
+ NN (0sim + €crRGappH + @roO /D) // cleang.t
+ ngnyNss - (€cRGapdH + @rRO/P) // cleangss
+ nz : (ECRGapDH + QRO/p) . // cleanEE

A.1 Case clean 1T

By the definition of clean 1.1, the long-term keys of both 7*.0id and 7*.pid are

uncompromised. We begin with Gt := Gy A clean .7(7*), so we have

* Itlt
Advigiiaw ™ (A) = Advidigy (4)

We use game sequence Gt-GIf' to bound the winning advantage of A when
7* satisfies clean 7. The transitions G"*-G!' enable the game to simulate signa-
tures without using long-term keys. We use the simulatability (cf. Definition
of the signature scheme to bound the probability difference. For Git-GIft we
use the CRGapDH assumption to prove that if the adversary cannot query KDF ¢
(or KDF,.) on the correct hash input of 7*, then it cannot distinguish the real
session key of 7* from a random key.

GAME G't: We guess the identities A* and B* of the initiator and responder
involved in the test session (i.e., (7*.oid,7*.pid) = (A*,B*)). If this guess is
incorrect, then we overwrite A’s bit guess with 0. Since there are at most n,,
users involved in ths game and the guess is uniformly at random in A’s view, we
ha/Ve g|t|t g|t|t

Advyiqu (A) = 1, - Advyiigy (A)

For the sake of simplicity, let (a*, A*) and (b*, B*) be the long-term key
pairs of A* and B*, respectively. In the game transitions G!"-Gi"* we change the

simulation of hgg (the random oracle used by the signature scheme) and the
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KGenSS(Itskg. = b*) for Gi*: KGenSS(ltskg. = b*) for G":

1 85¢sLp, S :=g° 1 854s$Lp, S :=g°

2 o « Sign"ss(b*, ) > (o, qry, h) <s SIMsign(B*, S)
3 sssky = s, sspky = (S, 0) 3 Lain := Lsin U {(qry, h)}

4 return (sssky, sspky;) 4 o< Signle (b _S)

) 5 sssky = s, sspky = (S,0)
hig(ary): 6 return (sssky;, sspky;)
Lazy ampling
64 if I s.t. (qry, h) € Liy, hsig(qry):
65 returnh O () @

66 h <3 hgg.image
67 ‘Chsig = ‘Chsig U (qrya h)
68 return h

70 return A ;/ program the RO s.t. hgg(gry)
71w As the lazy sampling in 't

Fig. 10. Code of KGenSS and hg for games Gi'* (left) and G¥* (right)

generation of A*’s and B*’s semi-static keys before running A.

GAME G§": This game changes the random oracle hsig (used by the signature
scheme) and the key generation of semi-static keys for B*. Since the code is
presented in Fig. here we only give the high-level idea:

— When running KGenSS(ltskg.), we use SIMsign to generate simulated sig-
natures and some simulation information. The simulation information is
recorded in Lg;n and will be used to program hsg later.

— We use the outputs of SIMsign(B*,-) to simulate hsg’s responses to queries
that may be related to the signatures of B*’s semi-static keys.

In G the differences compared to Gt are (1) we use the signature from
SIMsign, and (2) we use the simulated hash value from SIMsign to simulate the
random oracle ;. We construct a straight-forward reduction from J-simulatability
of Sig to bound these differences: Let R be an adversary against the simulata-

Real

bility of Sig. R plays against either gSig or ggign and simulates either G!" or

GX for A, respectively. R works as follows:

— R first samples biest and a party id B*. It generates B*’s semi-static keys
(s4,S8;) for 1 < i < ngg, and outputs (S;)1<i<n,, to the game. It then gets
(vk = B*,sk = b*, (0i)1<i<[n,,]) and random oracle access to RO.

— Then, R sets up all variables (long-term key pairs and semi-static key pairs
of all other parties, session initialization, etc.) and oracles required in G5t
and runs A. All hgg queries from A are forwarded to RO.

— When A outputs bgyess, R returns [best = bguess]-

It is straight-forward to see that if R is playing against gg?g”, then it perfectly

simulates Gi' for A. If R is playing against Qggal, then we have hgg(qry’) = h' =
RO(gry) if (o/, qry’, h') is generated by SIMsign. Hence, in this case R perfectly

simulates G¥t. Therefore, we have

Itlt Itt .
AdvS gy (4) = Adviiay (A)| = [Pr [ = 1] — Pr[g8" = 1]| <
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and
gltlt g|t|t
Advyiimqu (A) < Advyiimqu(A) + 9.

From GX¥" on, we no longer need the long-term secret key of B* to generate
signatures on B*’s semi-static keys.

GAME G§": We apply the same approach used in Gi"* to A*. Namely, we use

a modified KGenSS and change the simulation of hsg so that we can simulate

signatures on A*’s semi-static keys without using its long-term key. Similar to
Mt we have

gltlt gltlt
AdVXIZ-IMQV(-A) < AdVX?—IMQV(A) + 9,

and from G on, we no longer need the long-term secret key of A*.

GAME Gf't: We introduce a new abort event QueryDH,,, in G{: Specifically, if

— A queries KDF s on (DH, A*, B*,S,Y, X) , where d = ho(A*, X ), e1 = hi(B¥,
Y,S),es = ho(B*,Y,S), and DDH(X (A*)?, Y (B*)¢1S°2, DH) = 1, and (A*,
B*,8)Y,X) = n*.ctxt, or

— A queries KDF, on (DH, A*, B*, S, X ), where d = ho(A*, X), e; = h3(B*,S),
and DpH(X (A*)4,S(B*)*, DH) = 1 and (A*, B*, S, X) = 7*.ctat,

then the game aborts (i.e., return 0 as A’s bit guess). In other words, we abort the
game if A queries KDF; or KDF,. on any DH value that contains the information
of (B)" (= (A")").

To bound the probability of this event, we construct a CRGapDH adversary
By such that if such an abort event happens, then B can output a solution to
its CRGapDH challenge. By Definition [1} the input to By is (4%, B*) and By
has access to oracles DDH and CH. We underline how we embed the challenge
into the game.

Reduction BLP™"(A*, B*):

Itlt

— Initialize Gf't:

1. Choose two users A* and B* uniformly at random and set the long-term
public key of A* and B* as A* and B*, respectively.

2. Initialize lists Lpatch-f; Lskey-f; Lpatch-rs and Lekeyr for the simulation of
session keys using DDH and random oracle patching (as in G3). We also
initialize Lgi, to simulate the signatures on A*’s and B*’s semi-static keys
(as in Fig. [10).

3. For parties A* and B*, run the modified KGenSS algorithm defined in
Fig. After this step, Bu has ltpk, sspk, and ltsk (except for the long-
term secret keys of A* and B*). For all other parties, follow the KGenLT
and KGenSS defined in XHMQV faithfully.

4. Run bgyess +—s A(ltpk, sspk) and proceed the game as in GKL. If the initia-
tor and responder of the test session are not A* and B*, respectively, then
overwrite A’s bit with 0.

The random oracles and game oracles are simulated as described below.




36 Rune Fiedler, Felix Giinther, Jiaxin Pan, and Runzhi Zeng

— Simulation of oracles defined in GKL:

o All oracles except SEND and CORRUPTLTKEY are simulated in the same
way defined in GKL.

e By clean 1.1, the adversary does not query CORRUPTLTKEY on A* or B*.
CORRUPTLTKEY queries on other parties are simulated as usual (since
we have long-term keys of all other parties).

e For SEND, if the query does not involve A* and B*, then we also simulate
the oracle in the same way as in GKL.

e SEND(A*,i,m) (We only present how to simulate the Run algorithms and
set up the session keys):

x Case m = (create, ssid, type) (as the session responder): Simulate as
usual.

x Case m = (U, X)) (as the session responder and type = full):

1. Get the semi-static secret s, the ephemeral secret y (and their
public keys) of this session. Let U be the long-term public key of
the initiator party U.

2. If there exists an entry (U, A*,S,Y, X, K) in Lgey.f, then retrieve
this K.

3. Otherwise, sample a random K and record (U, A*,S,Y, X, K) in
the list Lpatch_f.

4. Set mi. K := K.

* Case m = (U, X) (as the session responder and type = reduced). This
case is similar to the case of type = full. We present the details for
completeness:

1. Get the semi-static key pair (s,S5) of this session. Let U be the
long-term public key of U.

2. If there exists (U, A*, S, X, K) in Lgey.r, then retrieve this K.

3. Otherwise, sample a random K and record (U, A*, S, X,K) in
Epatchjr-

4. Set m;. K:= K.

* Case m = (U, 5,Y,0) (as the session initiator and type = full):

1. Generate the ephemeral key pair (X, z) of this session. Let U be
the long-term public key of the responder party U.

2. If there exists (A*,U, S,Y, X, K) in Loy, then retrieve this K.

3. Otherwise, sample a random K and record (A*,U,S,Y, X, K) in
‘Cpatchjf~

4. Set mp. K=K

x Casem = (U,S,Y = L, o) (as the session initiator) and type = reduced
works analogously to the case of type = full.

e SEND(B*,j,m): The simulation is analogous to SEND(A*, 4, m).

— Simulation of Random Oracles:

o For fresh RO queries to KDF;(A, B, S,Y, X, DH) and KDF,.(4, B, S, X, DH),
where (A, B) # (A*, B*), we simulate in the same way as in Gs. Similarly,
for fresh RO queries to hg, h1, ho, and hg that do not involve A* and B*,
we simulate as usual.

o ]’Lo(A*,X)I h + CH(X), hQ(A*,X) = h.
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hi(B*,Y,S): es := ho(B*,Y,S), R := YS, h < CH(R), hi(B*,Y,S) := h.

he(B*,Y,S): Simulate as usual.

h3(B*,S): h < CH(S), ho(B*,S) := h.

KDF;(DH, A*, B*, S, Y, X):

1. If (A*,B*,S,Y,X) = n*.ctat and DDH(X (A*)?, Y (B*)¢1 5% DH) =
1, then extract the value

—1

(DH/(X(A*)d)y"rsez)el , m*is a responder session

(DH/ (Y(B*)elSe?)I)‘f1 , 7" is an initiator session

DH' =

where d 1= ho(A*, X),e1 := hi(B,Y,S), and eg := ho(B,Y,S). If n*
is an initiator session, then we have its ephemeral key z. If 7* is a
responder session, then we have the ephemeral key y and the semi-
static key s of the responder B*. Once such a DH' value is found, By
aborts the simulation and returns DH’ as the CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

e KDF,.(DH, A*, B*, S, X):

1. If (A*, B*, S, X) = 7*.ctat and DDH(X (A%)%, S(B*)") = 1, then ex-

tract the value

-1
(DH/(X(A*)d)S)el , 7" is a responder session
(DH/ ((ks'(B*)el)w))Cl_1 , 7" is an initiator session

DH' =

where d := ho(A*, X) and ey := hg(B, S). If 7* is an initiator session,
then we have its ephemeral key z. If 7* is a responder session, then we
have the semi-static key s of the responder B*. Once such a DH’ value
is found, By aborts the simulation and returns DH' as the CRGapDH
solution.

2. Otherwise, simulate by lazy sampling.

To bound Pr[QueryDH,,|, we first prove that By can extract a correct
CRGapDH solution from KDF; and KDF, (specifically, when the DDH oracle
outputs 1 and the query matches 7*.ctzt). In KDFy, if 7* is an initiator session,
then the extracted DH value DH’ equals (Y (B*)5°)% . By the simulation of
h1(B*,Y,S), we have eg = hy(B*,Y,S) = h where h <— CH(Y 5°?). Therefore,
we have

DH' = (Y/(B*)*5%)" = ((YS)-(B*)")",

where h = CH(Y S2). So, DH' is a solution to CRGapDH. A similar argument
applies to KDF,. and the case that 7* is a responder session. Therefore, as long
as Byr aborts the game when simulating KDF ¢ or KDF,., the extracted solution
is a correct CRGapDH solution.

By definition, if QueryDH,,, happens, then A must have queried KDF ;(DH, A*,
B*,S)Y,X) or KDF,.(DH, A*, B*, S, X) which makes the DDH oracle output 1,
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and By, will extract a CRGapDH solution. Therefore, if QueryDH,,, happens, then
Bhiie solves its CRGapDH challenge, and thus we have

g|t|t g|t|t
Advyiimqy (A) < Advyfimqy (A) + Pr[QueryDH,,,|

Itlt
< Adviiiqu (A) + AdvESPPH (Biyy) + Qro /p,

where the last term counts in the probability that there exists a non-invertible
h value from the CH oracle.

Now we can bound the adversary’s advantage in G'*. In this game, the session
keys of all sessions are computed via lazy sampling. These keys are distributed
uniformly at random in A’s view until it queries KDF; or KDF, on the cor-
rect hash input. By the abort event QueryDH,,,, the adversary cannot query the
correct hash input of the test session, so the session key of 7* is distributed
uniformly at random in A’s view, independent of the game’s challenge bit byest.
Therefore, the probability that bguess = brest is %, and we have

g|t|t
Advxtimqy (A) = 0.
We assume that the e-CRGapDH assumption holds over (G, p, g). Combining
all the probability bounds, we have the final bound for the case clean i 1(7*):

Advsiiasannir (4) < n2 - (26 + € + Qro/p)

A.2 Case clean,tss

By the definition of clean|tss, we have (1) the initiator of 7* is uncompromised,
(2) the semi-static key of 7*’s responder is uncompromised, and (3) if 7* is an
initiator session, then either the responder’s long-term key was uncompromised
upon acceptance, or the semi-static key used in 7* is generated by the security
game (rather than generated by the adversary).

By Go, we always have 7*.sspk € sspk - 5d as long as clean yss(7*). This
is because, on the one hand, if clean tss(7*) and 7*.pcorr = 0, then we have
m*.sspk € sspk unless A forged a valid signature on the semi-static key of an
uncompromised party, which has been excluded in Gs. On the other hand, by
definition, we have clean tss(7*)Am*.pcorr = 7*.sspk € $5pky+ pia. Therefore,
the third condition described above and the modification in Gy ensure that the
semi-static key used in 7* has been generated by the game. This allows us to
embed a CRGapDH challenge into the semi-static key.

We begin with Glf*s := Gy A clean Tss(7*), so we have

GaAclean " gltss
Advyzhourss(m) (A) = Advgioy(A)

We use the game sequence GI**-G!t** to bound the winning advantage of A
when 7* satisfies clean tss. Similar to the proof of the case cIeanLTLT‘ﬂ'*), we
3)

use game transitions GI5-G!** and the simulatability (cf. Definition [3)) of the
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signature scheme to simulate signatures of the initiator of 7* without using its
long-term key. Then, we use G¥*-G!f** and CRGapDH to prove that the adver-
sary cannot query KDF; (or KDF,.) on the correct hash input of 7*, and thus it
cannot distinguish whether 7*’s key is real or random.

GAME GI*s: We guess the identity A* of the initiator involved in the test session.
If this guess is incorrect, then we overwrite A’s bit guess with 0. We denote A*’s
long-term key pair as (a*, A*). We have

Itss

gltss 91
Advyivqy (A) < ny - Advglivqy (A)

GAME G¥5: We guess the identity B* of the responder involved in 7* and the
identifier ssid® of the repsonder B*’s uncorrupted semi-static key. The semi-
static key pair of 7* is denoted as (s*,S*) (i.e., 7*.ssid = ssid™ and (s*,S5*) =
(ssskp«[ssid™], sspkg«[ssid™])). Since there are at most n, users involved in this
game and at most ngs semi-static keys for each user, we have

Itss

gltss g
Advgiivqy(A) < munss - Advidyay (A)

GAME G*: In this game, we use the RO-simulatability of Sig to simulate A*’s
signatures without using a*. Similar to the case of clean 1 1(7*) = 1, we can use
the §-RO-simulatability of Sig to bound the probability difference, so we have

Itss Itss

Adv>g(|2-|MQV(A) < Adv>g<|3-IMQV(-A) +0

GAME GI**: We introduce an abort event QueryDH, in GY**: Specifically, if

— A queries KDFy on (DH,A*,B,S*,Y,X) , where d = ho(A*,X),e1 =
hi(B,Y,S*),es = ha(B,Y,S*), DDH(X (A*)?, Y B (S*)¢2, DH) = 1, and
(A*, B, S*Y, X) = 7*.ctuat,

— A queries KDF, on (DH, A*, B, S*, X), where d = ho(A*, X), e1 = h3(B, S*),
and DpH(X (A*)4,S*B*, DH) =1 and (A*, B, S*, X) = 7*.ctxt,

then the game aborts. In other words, we abort the game if A queries KDF;
or KDF, on any DH value that contains the information of (A*)* (= (S*)*").
We construct a CRGapDH adversary Bjiss to bound the probability of QueryDH,,.
Reduction BL2"CH (A%, 5%):

Itss

— Initialize gijS:

1. Choose two users A* and B* uniformly at random. Pick ssid* <—s [n,]. The
long-term public key of A* is set as A*.

2. Initialize lists Lpatch-f, Lskey-f; Lpatch-rs and Lekeyr for the simulation of
session keys using DDH and random oracle patching (as in Gs). We also
initialize Lgi, to simulate the signatures of A*’s and B*’s semi-static keys

(as we did in Fig. [10).
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For party A*, run the modified KGenSS algorithm defined in Fig.[I0] After
this step, Biss has ltpk, sspk, and ltsk (except for the long-term secret
key of A*). Byiss further replaces sspksg-[ssid*] with S*. For all other parties,
follow the KGenLT and KGenSS defined in XHMQV faithfully.

Run bgyess <3 A(ltpk, sspk) and proceeds the game as in GKE. If the ini-
tiator and responder of the test session are not A* and B* respectively,
then overwrite A’s bit with 0.

The random oracles and game oracles are simulated as described below.

— Simulation of oracles defined in g{é'E:

All oracles except SEND, CORRUPTLTKEY, and CORRUPTSSKEY are
simulated in the same way defined in QEE

By the definition of clean,tss, A does not query CORRUPTLTKEY on A*,
nor to CORRUPTSSKEY on (B*,ssid*). Queries to CORRUPTLTKEY and
CoORRUPTSSKEY on other parties and sessions are simulated as usual.
For a SEND query, if the query does not involve either A* or B* with ssid®,
then we also simulate the oracle in the same way as in QE'E If the query
involves A* or B* with ssid™, then we simulate in the same ways as in
Namely, we use Lpatch-f, Lskey-fs Lpatch-r, and Lekeyr to make sure that we
can always create session keys that are consistent with the random oracles.

— Simulation of Random Oracles:

For fresh RO queries to KDF ; and KDF,. that do not match 7*, we simulate
in the same way as in Gg. Similarly, for fresh RO queries to hg, h1, ha, and
hs that do not involve either A* or S*, we simulate as usual.
ho(A*, X): h < CH(X), ho(A*, X) := h.
ho(B,Y,S5*): h < CH(Y), ho(B,Y,S*) := h.
hi1 and hs3: Simulate as usual.
KDF¢(DH,A*,B*,S,Y, X):
1. If (A*, B*,S*)Y, X) = n*.ctrt and DDH(X (A*)?, Y (B*)*1(S*)*2, DH)
=1, then extract the value

eo—1
i’ (DH/(X(A*)d)yH’*el) ’ , 7 is a responder session

(DH/ (Y (B*)“ (5%)%2)" ~Adelb)d_ , 7" is an initiator session

where d := ho(A*, X),e1 := h1(B*,Y,S*), and ey := hy(B*,Y, S*). In
this game, we have the long-term keys of all parties except A*, so we
have the long-term key b* of the party B*. If 7* is an initiator session,
then we have its ephemeral key x. If 7 is a responder session, then
we have the ephemeral key y. Once such a DH’ is found, By aborts
the simulation and return DH’ as the CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

KDF,.(DH, A*, B*, S, X):

1. If (A*, B*,S*,X) = 7*.ctat and DpH(X (A*)?, S*(B*)*1, DH) = 1,
then extract the value
oE’ {DH/(X(A*)d)bel, 7" is a responder session

= -1
(DH/ (S*(B*)*)" - Adelb)d , m" is an initiator session
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where d := ho(A*, X) and ey := hg(B*,Y,S5*). In this game, we have
the long-term key b* of B*. If 7* is a responder session, then we have
the ephemeral key y, and thus Bjs can calculate DH’ and return DH'
as the CRGapDH solution.

If 7* is an initiator session, then DH' = DH(A*, S*). However, DH’
itself does not align with the format of a CRGapDH solution. To deal
with it, Byss first pick a random r s Z, and compute R := g", and
queries CH(R) to obtain h. Then Byss computes DH” := (S*)"-(DH')"
and outputs DH" as the CRGapDH solution. One can verify that
DH" = (R(A*)")*", where h = CH(R), which means that it is a
valid CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

Here we only prove that the simulation of KDFy and KDF, can extract the
CRGapDH solution. In KDF¢, if 7* is an initiator session, then the extracted DH
value DH’ equals to (Y (5%)¢2)%", where ey = CH(B*,Y,S*) = h and h is from
CH(Y), so DH' is a valid solution in this case. If 7* is a responder session, then
DH' = (X(A*)%)*" and d is from CH(X), and thus it is also a valid CRGapDH
solution. A similar argument applies to KDF,.. Therefore, we have

Itss Itss
Advigtimqy (A) < Adviiiay (A) + AdvE oM (Bies) + Qro /p

The remain argument to bound Pr [QueryDH, ] is the same as in the case of
clean .1, so we have

gltss
Advximay (A) = 0.

We assume that the e-CRGapDH assumption holds over (G, p, g). Combining
all the probability bounds gives us the final bound of the case clean;tss:

AdV)C(;ﬁI\A/I%?nLTSS (A) < nuznss ' (6 +e+ QRO/p)

A.3 Case clean tg(7*)

In this case, n* performs a full handshake as the ephemeral secret of the re-
sponder is involved. By definition of clean g, the initiator’s long-term key is
uncompromised and the responder’s session randomness is not revealed. We be-

gin with Gff® := Gy A clean Tg(7*), so we have

* Ite
Adviiay =" (A) = Advidivay (A)

We use game sequence G¢-GY¢ to bound the winning advantage of A when

7* satisfies clean tg. Similar to the proof of the case clean 1 1(7*), we use game

transitions g'fE-g];e and the simulatability (cf. Definition of the signature

scheme to simulate signatures of the initiator of 7* without using its long-term
Ite

key. Then, we use Gie-G'® and the CRGapDH assumption to prove that the ad-
versary cannot query KDF ¢ (or KDF,.) on the correct hash input of 7*, and thus
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cannot distinguish whether 7*’s key is real or random.

GAME Gl: We guess the responder session 7 involved in the test session 7*
(i.e., either 7* = 7} or n*.cid = 7}.cid). If the guess is incorrect, then we
overwrite A’s bit guess with 0. We denote 7*’s ephemeral key pair as (y*,Y™*).
Specifically, we guess 7" in the following way (the code will be provided in
the reduction described later): We first initialize a counter cnt := 0 and choose
cnt* <—s [ng]. When A issues SEND(U,¢,m) queries with m = (create, *, %) (i.e.,
initializes a responder session), then cnt increments. If cnt = cnt*, then we set
= T
In Gi¢, there are at most n sesssions during GKL. Since cnt* is independent
of A’s view, the probability that cnt*-th responder session (regardless of the

owner) is involved in 7* is --, and thus we have
s

glte gllte
Ade(ﬁMQv(A) =MNs 'AdVXHMQV(A)

GAME GY¢: We guess the identity A* of the initiator involved in the test session.
If this guess is incorrect, then we overwrite A’s bit guess with 0. We denote A*’s
long-term key pair as (a*, A*). Since there are at most n, users involved in this
game and the guess is uniformly at random in A’s view, we have

ghe ghe
AdVXHMQV(A) <Ny 'AdVXHMQV(A)

GAME G¥¢: In this game, we use the RO-simulatability of Sig to simulate A*’s
signatures only using A*’s long-term public key A*. Similar to Gif'* and Gt in
the case of clean tir(7*), we can use the 6-RO-simulatability of Sig to bound
the probability difference.

glte glte
Advyiimay (A) < Advyfimqu(A) + 90

GAME Glf*: We introduce an abort event QueryDH,,. in G*: Specifically, if

— A queries KDF; on (DH,A*,B,S,Y* X) , where d = ho(A*,X),e1 =
hi(B,Y*,S),es = hao(B,Y*,S), DDH(X(A*), Y*B¢1 S DH) = 1, and
(A* B,S,Y*, X) = n*.ctat,

then the game aborts (i.e., return 0 as A’s bit guess). In other words, we abort
the game if A queries KDFy or KDF, on any DH value that contains the infor-
mation of (A*)¥" (= (Y*)* ). We construct a CRGapDH adversary By, such that
if such an abort event happens, then By can output a solution to its CRGapDH
challenge.

Reduction B,lt)eDH’CH (A*,Y™):

— Initialize G'fe:
1. Choose a party A* uniformly at random and set its long-term public key
as A*.
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. Initialize a counter cnt := 0 and choose cnt* <—s [n]. Initialize 7} := L

and set it up later.

Initialize lists Lpatch-f, Lskey-f, Lpatch-r, a0d Lskeyr, and Lgin.

For party A*, we use its long-term public key, the algorithm SIMsign, and
Lsin to simulate the signatures of its semi-static keys (as we did in Fig. .
For all other parties, follow the KGenLT and KGenSS defined in XHMQV
to generate ltpk, sspk, and ltsk faithfully.

Run bgyess <—s A(ltpk, sspk) and proceed the game as in g,’é,’z If the initia-
tor of 7 is not A*, 7 is not 7* itself, or 7 is not the contributive partner
session of 7*, then overwrite A’s bit guess with 0.

The random oracles and game oracles are simulated as described below.

— Simulation of oracles defined in g,’é'E:

All oracles except SEND, CORRUPTLTKEY, and REVEALRAND are simu-
lated in the same way defined in GKL.

If CORRUPTLTKEY(A*) is queried, then abort the game and overwrite
A’s bit guess with 0. By definition of clean tg, if the guess is correct,
then A will not corrupt A*. CORRUPTLTKEY queries on other parties are
simulated as usual.

If REVEALRAND(U, i) is queried, where 7y = m # L, then abort the game
and overwrite A’s bit with 0. By definition of clean tg, if the guess is cor-
rect, then A will not reveal the session randomness of 7). REVEALRAND
queries on other sessions are simulated as usual.

SEND(U # A*,i,m):

x Case m = (create, ssid, type) (as the session responder): cnt := cnt+ 1.
If cnt = cnt® and type = full, then we use Y* as the ephemeral public
key of this session and set 7} := ;. Otherwise, simulate as usual.

x For other cases, simulate as usual.

SEND(A*, 4, m) (We only present how to set up the session keys):

* Case m = (create, ssid, type) (as the session responder): Simulate as
usual. If type = full, then cnt := cnt + 1.

*x Case m = (U,X) (as the session responder): We apply the same ap-
proach as in |case clean it for Byl Namely, we use the lists Lpatch-s,
Lpatch-rs Lekey-f, and Lgey-r and oracle patching for KDFy and KDF,.
to simulate the session keys and the RO outputs of KDF; and KDF,.
consistently.

x Case m = (B, S,Y,0) (as the session initiator): Simulate analogously
to the case m = (U, X) (no matter whether Y = Y™*).

— Simulation of Random Oracles:

For fresh RO queries to KDF,.(DH, A, B, S, X) and KDF;(DH, A, B, S,Y,
X), where (A4,Y) # (A*,Y*), we simulate in the same way as in Gs.
Similarly, for fresh RO queries to hg, h1, ha, and hs that do not involve A*

and Y™, we simulate as usual.
ho(A*, X): h + CH(X), ho(A, X) := h.

h1(B,Y™*,S): Simulate as usual.
hQ(B,Y*,S)Z h + CH(S)7 hl(B,Y*7S) = h1

KDF,;(DH, A*, B, S,Y*, X):
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1. If DpH(X (A*)? Y*B1S°2  DH) outputs 1, then extract the value

d_lez_l

DH /(X (A*)®)bertsez 7 is a responder session

(DH/ (Y*B“5%)" - (A*)dbel) , m" is an initiator session
where d 1= ho(A*, X),e1 := hi(B,Y,S), and eg := ho(B,Y,S). If n*
is an initiator session, then we have its ephemeral key z. If 7* is a
responder session, then we have the long-term key b of the responder
B and the semi-static key s. Bje aborts the simulation and return DH’
as the CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

We first prove that the simulation of KDF; can successfully extract the

CRGapDH solution. In KDFy, if 7* is an initiator session, then the extracted
DH value DH' equals to (Y*§°2)® ¢2™" = ((Y*)e2'§)2". By the simulation of
ha(B*,Y,S), we have es = ha(B,Y*,S) = h™! where h < CH(S). Therefore,

we have

1 * *

DH' — ((Y*)ez_ 5) = (S(Y*)h)a ,

where h = CH(S). So, DH’ is a solution to CRGapDH. Similarly, if 7* is a
responder session, then we have

DH' = (X (A")")"",

where d = CH(X). This is also a valid solution to CRGapDH.
It is straight-forward to see that if QueryDH,,, occurs, then By will extract a
CRGapDH solution from KDF¢. So, we have

glte glte
Advyiimqu(A) < Advyiiugy(A) + Pr[QueryDH, ]

Ite
< Adviglimqu (A) + AdvESPPH (Bie) + Qro /1,

where the last term counts in the probability that there exists a non-invertible
h value from the CH oracle. Finally, we use a similar argument as for bounding
Gt to bound A’s advantage in Gif®. That is, if A cannot trigger QueryDH,,., then
the session key of 7* is distributed uniformly at random in A’s view. Therefore,
we have

gy
Advyiimqu(A) = 0.

We assume that the e-CRGapDH assumption holds over (G, p, g). Combining
all the probability bounds gives us the final bound of the case clean tg(7*):

Adviginan™ (A) < nung - (6 + € + Qro/p)
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A.4 Case cleang 1

In this case, cleang 1 ensures for 7* that (1) the initiator randomness involved in
7* is not revealed, (2) the long-term key of the responder of 7* is uncompromised,
and (3) if 7* is a responder session, then there exists a partnered initiator session.
Condition (3) ensures that the initiator ephemeral public key of 7* is always
controlled by the game (so we can embed the CRGapDH challenge). Since cleangt
is similar to clean g, we may reuse some arguments in proving clean tg (cf.
Appendix . We begin with G&'* := G A cleang,T, so we have

elt
AdvGznaeanar (4) — Adviguou(A)

GAME G§': We guess the initiator session 7} involved in the test session 7* (i.e.,
either 7* = 7} or w*.sid = 7} .sid). If the guess is incorrect, then we overwrite
A’s bit guess with 0. We denote 7’s ephemeral key pair as (z*, X*).

We apply the same guessing approach used in proving G to this proof case.
Roughly, we use a counter cnt which increments each time A queries SEND to
initialize an initiator session. And we guess cnt* <—s [ns] and set 7} := 7 if
SEND(U, i,m) is the cnt*-th SEND query for initializing an initaitor session. We
have

g(e)\t gilt
Advytimay (A) = 15 - Advyvgy (A)

GAME G§": We guess the identity B* of the responder involved in the test session.
If this guess is incorrect, then we overwrite A’s bit guess with 0. We denote B*’s
long-term key pair as (b*, B*). Since there are at most n, users involved in this
game and the guess is uniformly at random in A’s view, we have

It It

g3 gs
Advyiimay (A) < ny - Advydivqy (A)

GAME G£: In this game, we use the RO-simulatability of Sig to simulate B*’s
signatures without using b*. Similar to previous proof cases that involve uncom-
promised long-term secrets, we can use the §-RO-simulatability of Sig to bound
the probability difference.

g;\t gglt
Advyiimqy (A) < Advyiimqu(A) + 90

GAME G§': We introduce an abort event QueryDH,, in G§': Specifically, if

— A queries KDFy on (DH, A, B*,S,Y, X*) , where d = ho(A, X*),e1 = h1(B,
Y*,S),es = ha(B*,Y, S), DDH(X* A, Y (B*)1 S, DH) = 1, and (A, B*, S, Y,
X*) = 7*.ctat, or

— A queries KDF,.on (DH, A, B*, S, X*), where d = ho(A, X*), e; = h3(B*,S),
and DpH(X*(A)?, S(B*)*t, DH) = 1 and (A, B*, S, X*) = n*.ctat,

then the game aborts (i.e., return 0 as A’s bit guess). In other words, we abort
the game if A queries KDF; or KDF, on any DH value that contains the infor-
mation of (B*)*" (= (X*)*"). We construct a CRGapDH adversary Bey; such that
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if such an abort event happens, then Be; can output a solution to its CRGapDH
challenge.

Reduction BDlDH’C” (X*, B*):

elt

— Initialize gg't;

1.

Choose a party B* uniformly at random and set the long-term public key

of B* as B*.
. Initialize a counter cnt := 0 and choose cnt* <—s [n,]. Initialize 7 := L

and set up it later.

Initialize lists ,Cpatch_f, Lskey_f-‘, Lpatch—r, and Eskey—ry and Lgip.

For party B*, we use B*, the algorithm SIMsign, and Lgi, to simulate
the signatures of its semi-static keys (as we did in Fig. . For all other
parties, follow the KGenLT and KGenSS defined in XHMQV to generate
ltpk, sspk, and ltsk faithfully.

Run bguess < A(ltpk, sspk) and proceeds the game as in GKt. If the re-
sponder of 7* is not B*, 7 is not 7*, or 7} is not the matching session of
m*, then overwrite A’s bit with 0.

The random oracles and game oracles are simulated as described below.

— Simulation of oracles defined in g{é'E:

All oracles except SEND, CORRUPTLTKEY, and REVEALRAND are simu-
lated in the same way defined in GKL.

If CoRRUPTLTKEY(B*) is queried, then abort the game and overwrite A’s
bit with 0. By definition of cleang 1, if the guess is correct, then A will
not corrupt B*. CORRUPTLTKEY queries on other parties are simulated
as usual.

If REVEALRAND(U, j) is queried, where 71'}] = mf # 1, then abort the game
and overwrite A’s bit with 0. By definition of cleangT, if the guess is cor-
rect, then A will not reveal the session randomness of 7. REVEALRAND
queries on other sessions are simulated as usual.

SEND(U # B*, j,m):

x Case m = (B*, sspk, epk) (initiator session with intended partner B*):
cnt :=cnt + 1. If cnt = cnt*, then we use X* as the ephemeral public
key of this session and set 7} := 7. Otherwise, simulate as usual.

x For other cases, simulate as usual.

SEND(B*, j,m): We apply the same approach used in to this case.
Namely, we use the lists Lpatch-f, Lpatch-r, Lskey-f, and Lskeyr and oralce
patching of KDF; and KDF, to simualte the session keys and the RO
outputs of KDF; and KDF, consistently.

— Simulation of Random Oracles:

For fresh RO queries to KDF,.(DH, A, B, S, X) and KDF;(DH, A, B, S,Y,
X), where (B,X) # (B*,X*), we simulate in the same way as in Ga.
Similarly, for fresh RO queries to hg, h1, ha, and hs that do not involve B*
and X*, we simulate as usual.

hi(B*,Y,S): Compute es := hy(B*,Y,S), R :=Y S, and queries CH(R)
and gets h. Set hy(B*,Y,S) := h.
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e h3(B*,S): h+ CH(S),hs(B*,S) :=h.
e ho(A, X*) and ho(B,Y*,S): Simulate as usual.
o KDF;(DH,A,B*,S,Y, X*):
1. If (A, B*,S,Y, X*) = n*.ctost and DpH(X* A4 Y (B*)*1S°2, DH) out-
puts 1, then extract the value

DH' — {(DH/(X*Ad)yJFSE2 . (B*)elad)el_ , m*is a responder session
DH /(Y (B*)e1§¢2)2d, " is an initiator session

where d := ho(A4, X*),e1 := h1(B*,Y,5), and ey := ho(B*,Y, S). We
have a since we have long-term keys of all parties except B*. If 7* is
an initiator session, then By aborts the simulation and return DH'
as the CRGapDH solution. If 7* is a responder session (so we have
the ephemeral key y and the semi-static key s), then we have that
DH' = (X*)*". Similar to in this case, Ber first pick a r <—sZ,
and compute R := ¢", and queries CH(R) and gets h. Then B
computes DH" := (S*)" - (DH')" and outputs DH' as the CRGapDH
solution.

2. Otherwise, simulate by lazy sampling.

e KDF,.(DH, A, B*,S, X*):

1. If (A, B*, S, X*) = n*.ctzt and DDH(X* A%, S(B*)°, DH) outputs 1,

then extract the value

o —1
DI — {(DH/(X*ACI)S <(B*)ere)™ | 7* is a responder session

DH/(S(B*)° ), 7 is an initiator session

where d := ho(A, X*) and hy(B*,S). If 7* is an initiator session, then

Bite aborts the simulation and return DH’ as the CRGapDH solution. If

7* is a responder session, then we have DH' = (X*)b*, and we can use

the same approach in KDF; to construct a valid CRGapDH solution.
2. Otherwise, simulate by lazy sampling.

Here we only prove that the simulation of KDF; and KDF, can extract the
CRGapDH solution. In KDF¢, if 7* is an initiator session with full mode, then
we have DH' = (Y/(B*)*18°)*" = ((Y'8°2) - (B*)°)*", where e; = hi(B*,Y,S)
is from CH(Y S®?), so DH' is a valid solution in this case. A similar argument
applies to KDF,.. Therefore, we have

elt elt
Advigtimqu (A) < Adviiiay (A) + AdvE o M (Biee) + Qro /p

The remain argument to bound Pr[QueryDH, ] is the same as in previous

elt
cases. We have Adv)g(‘,ﬂlMQV(A) = 0. We assume that the e-CRGapDH assumption
holds over (G,p,g). Combining all the probability bounds gives us the final
bound of the case clean Tss:

Adviginan™ (A) < nuny - (6 + €+ Qro/p)
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A.5 Case cleangss
In this case, cleangss ensures for 7* that:

— The initiator randomness involved in 7* is not revealed.

— The responder’s semi-static key is uncompromised.

— If #* is an initiator session, then the responder’s long-term key was uncom-
promised upon acceptance or m*.sspk € sSpkr+ pid-
We can use the argument in Appendix to compress this condition into
simply 7*.sspk € sspkq« pia (without considering 7*.pcorr). Roughly, Go
ensures that A cannot forge a signature on an uncompromised party, so we
can argue that cleangss(n*) = 7*.sspk € sspkr« pig. Therefore, the third
condition described above and the modification in Gy ensure that the semi-
static key used in 7* has been generated by the game. This enables us to
embed a CRGapDH challenge into the semi-static key.

— If n* is a responder session, then there exists a partner initiator session. This
condition ensures that the initiator ephemeral key of 7* is controlled by the
game so that we can embed CRGapDH challenge when doing the reduction.

In this proof case, we reuse some arguments from proving cleang 1 and
clean tss (cf. Appendices and [A.4). The main difference is that the reduc-
tions always know the long-term secret keys of all parties, so we do not need to

€ss

use the simulatability property of Sig. We begin with G§* := Gg A cleangss, so
we have

AdvSziiaeaness ( A) — Adviina (A)

GAME G§*: We guess the initiator session 7} involved in the test session 7* (i.e.,
either 7* = 7} or 7*.sid = 7}.sid). If the guess is incorrect, then we overwrite
A’s bit guess with 0. We denote 7}’s ephemeral key pair as (z*, X*). We apply
the same guessing approach used in proving G¥¢ and G&' (cf. Appendices
and to this proof case. We have

ess ess

Ade(ﬁMQv(A) =MNs 'AdVXII-IMQV(A)

GAME G5*: We guess the identity B* of the responder involved in 7* and the
identifier ssid* € [ng,] of the repsonder B*’s uncompromised semi-static key. We
denote the semi-static key pair as (s*,5*). We have

ess ess

g
Advxiimay (A) < nunss - Advyivgy (A)
GAME G§*: We introduce an abort event QueryDH, in G5*: Specifically, if

— A queries KDFy on (DH,A,B*,5*,Y,X*) , where d = ho(A4,X%),e1 =
hi(B*,Y,S),es = ha(B*,Y,S*), DDH(X* A4, Y B (§%), DH) = 1, and
(A, B*,S5*,Y, X*) = n*.ctzt, or

— A queries KDF,. on (DH, A, B*,S*, X*), where d = ho(A, X*), e; = h3(B*,
S*), and DDH(X*(A)¢,S*B°, DH) = 1 and (A, B*, S*, X*) = 7*.ctxt,
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then the game aborts (i.e., return 0 as A’s bit guess). In other words, we abort
the game if A queries KDF; or KDF, on DH value that contains the informa-
tion of (S*)* (= (X*)*"). We construct a CRGapDH adversary Bes, such that if
such an abort event happens, then B can output a solution to its CRGapDH
challenge.

Reduction BRP™CH(X* S*):

— Initialize G5*:

1.
2.

3.

Choose a party B* uniformly at random and pick ssid”* s [ngs].

Initialize a counter cnt := 0 and choose cnt* <—s [n,]. Initialize 7} := L
and set up it later.

Initialize lists Lpatch-f, Lskey-fs Lpatch-r, aNd Lskey-r-

For all parties, follow the KGenLT and KGenSS defined in XHMQV to
generate ltpk, sspk, and ltsk. After this step, Bess has ltpk, sspk, and
ltsk. Bess further replaces sspkg-[ssid*] with S*.

Run bguess < A(ltpk, sspk) and proceeds the game as in GK. If the re-
sponder of 7* is not B*, 7 is not 7*, or 7} is not the matching session of
m*, then overwrite A’s bit with 0.

The random oracles and game oracles are simulated as described below.

— Simulation of oracles defined in g&'E:

All oracles except SEND, CORRUPTSSKEY, and REVEALRAND are simu-
lated in the same way defined in GKL.

If COoRRUPTSSKEY (B*,ssid”) is queried, then abort the game and over-
write A’s bit with 0. CORRUPTSSKEY queries on other parties are simu-
lated as usual.

If REVEALRAND(U, j) is queried, where 7T}J =7} # 1, then abort the game
and overwrite A’s bit with 0. REVEALRAND queries on other sessions are
simulated as usual.

SEND(U # B*, j, m):

x Case m = (B*, sspk, epk) (initiator session with intended partner B*):
cnt := cnt + 1. If cnt = cnt®, then we use X* as the ephemeral pk of
this session and set 7w} := 77. Otherwise, simulate as usual.

x For other cases, simulate as usual.

For all other SEND queries, We apply the same approach used in to
simulate the session key. Namely, we use the lists Lpatch-, Lpatch-ry Lskey-f
and Lgyey-r and oralce patching of KDF; and KDF,. (using DDH) to simualte
the session keys and the RO outputs of KDF; and KDF,. consistently.

— Simulation of Random Oracles:

For fresh RO queries to KDF,.(DH, A, B, S, X) and KDF;(DH, A, B, S,Y,
X) that do not involve (B*,S*, X*), we simulate in the same way as in
Go. Similarly, for fresh RO queries to hg, h1, ha, and hs that do not involve

(B*,S*, X*), we simulate as usual.
ho(B*,Y,5%): h <= CH(Y), ho(B*,Y,5*) :=h

ho, h1, and hgz: Simulate as usual.
KDF;(DH, A, B*,S*,Y, X*):
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1. If (A, B*,S*,Y, X*) = n*.ctat and DDH(X* A4, Y B (S*)°2, DH) out-
puts 1, then extract the value

1
DI = {(DH/(YB“(S*)Ez)ad (X *)rtert)® 1 is a responder session
DH /(Y B¢ (S*)e2)ad . (X*)e1b, 7" is an initiator session

where d := ho(A, X*),e1 := h1(B*,Y,S*), and ey := ho(B*,Y,S*).
We have a since we have long-term keys of all parties. If 7* is an
initiator session, then Bess aborts the simulation and return DH' as
the CRGapDH solution. If 7* is a responder session (so we have the
ephemeral key %), then we have that DH' = (X*)*", and Bess can use
a similar approach in to construct a valid CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

e KDF,.(DH, A, B*,5*, X*):

1. If (A, B*, S*, X*) = m*.ctzt and DpH(X* A4, (S*)B*, DH) outputs 1,

then extract the value

DH/ — DH/(S*Bel)ad 3 (X*)elb

where d := ho(A4, X*),e1 := h1(B*,Y,S*), and ey := ho(B*,Y,S*).
We have a and b since we have long-term keys of all parties. Since we
have DH' = (X *)S* in this case, Bess can use a similar approach in
to construct a valid CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

Here we only prove that the simulation of KDF; can extract the CRGapDH
solution. If 7* is an initiator session with full mode, then we have DH' =
(Y(S%)%)*", where ey = ho(B*,Y,S*) is from CH(Y), so DH’ is a valid so-
lution in this case. Therefore, we have

G5* g CRGapDH
Advyiimay (A) < Advyiiqy(A) + Advig 0 (Bess) + Qro/p

The remain argument to bound Pr[QueryDH.] is the same as in previ-

ous cases. We have AdviESMQV(A) = 0 and e-CRGapDH assumption holds over
(G,p,g). Combining all the probability bounds gives us the final bound of the
case cleangss:

Adviinan™ (A) < nanunss - (e + Qro/p)

A.6 Case cleangg
In this case, cleangg ensures for 7* that:

— The randomness of 7* is not revealed, and
— 7* has a partnered session whose randomness is also not revealed.
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In this proof case, we reuse some arguments from proving cleang 1 and
clean_te (cf. Appendices and . Similar to the case of cleangss(7™), the
reductions always know the long-term secret keys of all parties, so we do not need
to use the simulatability property of Sig. We begin with G§® := G A cleangg, so
we have "

AdvigEiasanee (A) = Advghqu(A)

GAME G§*: We guess the initiator session 7 involved in the test session 7* (i.e.,
either 7* = 7} or w*.sid = 7}.sid). If the guess is incorrect, then we overwrite
A’s bit guess with 0. We denote 7}’s ephemeral key pair as (z*, X*). We use the
same guessing approach as for proving G¢¢ and G$¢ (cf. Appendices and [A.4)).
We have " .
AdV?(?—IMQV(A) =M AdVghMQv(A)

GAME G5°: We guess the responder session ) involved in the test session 7*
(i.e., either 7* = 7w} or n*.cid = 7/.cid). If the guess is incorrect, then we
overwrite A’s bit guess with 0. We denote 7’s ephemeral key pair as (y*,Y™).
We use the same guessing approach in proving Gif¢ and G5 (cf. Appendices

and [A.4)). We have
Advyinaqu(A) = 115 - Adviiqu(A)
VXHMQV Ms * AQVximQV
Now if the guess of 7] and 7} is correct, then either 7* = 7} or 7* = 7.

GAME G§*: We introduce an abort event QueryDH,, in G5*: Specifically, if (A, B,
S, Y*, X*) = n*.ctat, and

— A queries KDF¢(DH, A, B, S,Y*, X*) , where d = ho(A, X*),e; = hi(B, Y™,
,S),e2 = ho(B,Y*, S), DDH(X*A?, Y*B*1 S, DH) = 1,

then the game aborts (i.e., return 0 as A’s bit guess). In other words, we abort
the game if A queries KDFy on DH value that contains the information of
(Y*)*" (= (X*)¥"). We construct a CRGapDH adversary Be. such that if such an
abort event happens, then B, can output a solution to its CRGapDH challenge.

Reduction BRPHCH(X* §*):

— Initialize G5
1. Choose a B* uniformly at random. Pick ssid* s n,.
2. Initialize counters cnt; := 0 and cnty := 0 and choose cnt}, cnt} «s [n].
Initialize 7} := L and Initialize 7} := L and set up them later.
3. Initialize lists Lpatch-f, Lekey-f» Lpatch-ry a0d Lekey-r-
4. For all parties, follow the KGenLT and KGenSS defined in XHMQV to
generate ltpk, sspk, and ltsk.
5. Run bgyess < A(ltpk, sspk) and proceeds the game as in GKL. If 7* and
the partner session of 7 are not ;" and 77, then overwrite bgyess With 0.
The random oracles and game oracles are simulated as described below.
— Simulation of oracles defined in GKL:
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e All oracles except SEND and REVEALRAND are simulated in the same way
defined in QE'E

e If REVEALRAND(U, j) is queried, where 7} = 7} # L or 1§ = 7% # L,
then abort the game and overwrite A’s bit with 0. REVEALRAND queries
on other sessions are simulated as usual.

e SEND(U, j,m):

x Case m = (V, sspk, epk): cnty := cnty + 1. If enty = cntf, then Bee uses
X* as the ephemeral pk of this session and set mF := 7. Otherwise,
simulate as usual.

x Case m = (create,ssid, type): cnty := cnte + 1. If cnte = cnt}, then
Bee uses Y* as the ephemeral pk of this session and set 7 := 7. Bee
further sets ho(U,Y*,S) := h~! where U is the long-term public key
of U, h < CH(S), S is the semi-static pk of nJ. Otherwise, simulate as
usual.

x For other cases, simulate as usual.

e For all other SEND queries, we apply the same approach used in to
simulate the session key. Namely, we use the lists Lpatch-f, Lpatch-rs Lskey-,
and Lekey.r and oralce patching of KDF; and KDF, (using DDH) to simualte
the session keys and the RO outputs of KDF; and KDF, consistently.

— Simulation of Random Oracles:

e For fresh RO queries to KDF;(DH, A, B,S,Y,X) that do not involve
(X*,Y™*), we simulate in the same way as in Go.

e hg, hi, ha, hz, and KDF,.: Simulate as usual.

o KDF;(DH,A,B,S,Y*, X*):

1. If (A,B,S,Y* X*) = n*.ctst and Dpu(X*A? Y*B¢1 S DH) out-
puts 1, then extract the value

, DH /(Y* B¢ §¢2)ad . (x*)ebteas 7" is a responder session
DH = 1
(DH/(Y*Ber§e2)*d . (X*)1®)™ | 7% is an initiator session

where d := ho(A, X*),e1 := h1(B,Y*,S), and ey := hy(B,Y™*,S). We
have a and b since we have long-term keys of all parties. If 7* is an
initiator session, then Bee aborts the simulation and return DH’ as
the CRGapDH solution. If 7* is a responder session (and we have the
semi-static key s), then we have that DH' = (X*)¥", and B, can use
a similar approach in to construct a valid CRGapDH solution.

2. Otherwise, simulate by lazy sampling.

1
)

If 7* is an initiator session with full mode, then we have DH' = (Y*(S)¢2)® ¢~
where ey = ha(B,Y*,S) = h=! and h is from CH(S). So, we also have

1 *

DH' = (Y*(8))"" " = (Y*(8)" )" = (S(v)")”

*

Therefore, DH' is a valid solution in this case, and we have

(o g CRG
Advxiimqu(A) < Advyiivgy (A) + Adv(g,pf‘;’?H(Bess) + Qro/p



XHMQV: Signal’s Initial Handshake based on HMQV 53

The remain argument to bound Pr[QueryDH.] is the same as in previous

cases. We have Adv%e”jMQV(A) = 0. By assuming e-CRGapDH holds over (G, p, g)
and combining all the probability bounds, we have the final bound of the case
cleangss:

Advggiaeance (A) < n? - (e + Qro/p)

B Deferred Material on Deniability

We recall the formal definition for deniability of key exchange from Fiedler and
Janson [24]. The model includes user messages, i.e., “Hey Bob, what’s up?”,
as u. We leave the user messages p empty for clarity and since the subsequent
AEAD encryption of user messages is not affected by the changes proposed in
our protocol XHMQV. We refer the reader to [24], Section 3] for a full explanation
of the model.

Definition 5 (Deniability for Key Exchange [24]). We say that a key ex-
change protocol KE = (KGenLT, KGenSS, Run) is (1, Nss, 05 s @O » 4Op s A, tDists
epist)-deniable wrt. (O 4, O, Op)-oracles, where O 4 C {REG, INIT, CHALLINIT,
CHALLRESP, REGHON, CHALLHONINIT, CHALLHONRESP}, Op C {SK, USER, 4},
Op C {SKs, Aux}, and auziliary inputs sampled with AuxPrep, if for any ad-
versary A running in time t 4, making queries to O 4 limited by qo, , there exists
an algorithm Fake making queries to O limited by qo, such that for any dis-
tinguisher Dist making queries to Op limited by qo, and running in time tpie,

it holds that

04,07,0p-d . 1
Pr[gKéAufPrelin:f’:m(A’ DISt) = 1] < 5 + €Dist;

where G Or;Op-den (A, Dist) is defined in Figures (11| and .

KE,AuxPrep,np,n;

B.1 Deferred proofs of deniability for XHMQV

Here, we give the deferred proofs for deniability, beginning with initiator (Bob)
deniability. Note that the model of [24] considers the party who sends the first
message as initiator, in contrast to the setting of Signal, where we usually con-
sider Alice as initiator.

Proof (of Theorem @) We give the Fake algorithm in Figure

The Fake algorithm simulates Bob’s pre-key bundle by sampling a fresh
ephemeral key (if needed) and learns a signature on the semi-static key from the
auxiliary info auz. Furthermore, to process Alice’s message, the Fake algorithm
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gl’(()é?/&?;:’?p?r;:?:ss (A, Dist): REGHON(U):

L Ql:=[; K[]==1; C:==0 37 if U € [np]UC

2 (pk7 Sk) 3 KeyPrep(np7n‘5‘5) / abort if another key is already known for
3 auz s AuxPrep(pk, sk) 38 return L

2 b+s{0,1} 39 (pku,sku) s KeyPrep(1, nss)

5 748 R A //randomness for the adversary 40 pk & pky; sk & sky

6 A% (pk, auz; ) 11 C:=CU{U}

7 b s Dist? (pk, 7, Q, K) 42 return (pky,sky)

s return [b' = b] / simulates A honestly generating keys
KeyPrep(np, nss): REeG(U, pky):

9 for U € [np] //number of keys to prepare a3 if U € [np]UC

10 (ltpky, ltsky) <—s KGenLT () / abort if another key is already known for {
11 for ssid € [ns] 44 return L

12 (sspkisd, ssski?) <—s KGenSS() a5 C:=CU{U}

13 ltpk = {ltpkU}Ue[np] 46 pk s PKy // includes semi-static keys
14 sspk = {sspksljid}sljigiz]ss] 47 return success

15 sk := {ltsky Yueqn,) SK(m):

16 sssk := {sssk?ﬁid}?iﬁﬁs] a8 return sk,

17 return ((Itpk, sspk), (Itsk, sssk)) SKs():

I (U, 5, role, V): s return sk
wifny=1LAU¢&C AUX():
19 7g.role := role

. 50 return auzr
20 mgr.0id ;= U J/cct owner identity

21 wg.pid:=V

/ set partner identity (% if post-specified peers)
22 return success
23 return L

USERJC,Z/(T“ u, m, /’(‘)

24 U := m.oid
o5 H:= HY
// easier notation for u'® honest dummy for session =
26 if il = L
27 (pky,sky) <s KeyPrep(1,1)
28 pk:=pkU {pky}
29 if m.role = initiator

30 it role :=x
31 else
32 nif.role ==y

33 wioid:=U

32 wifpid:=H

35 (ng,m’, 1) <= Run(sky;, pk, 7f1 , m, 1)
36 return m’

Fig.11. The deniability game for key exchange as defined in Definition The
challenge oracles are in Figure The oracles are split into the adversary’s
capabilities O4 C {REGQ, INIT, CHALLINIT, CHALLRESP, REGHON, CHALLHONINIT,
CHALLHONRESP}, the capabilities of the Fake algorithm Or C {SK, USER, y}, and
the capabilities of the distinguisher Dist Op C {SKs, AUX}.
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CHALLINIT(U, s, m, u)‘ CHALLRESP(U, s, m, i) ‘:

. s
51 if Ty = 1 / initialized session only

V 7{;.role = responder| initiator

52 return L

53 if b=0
¢ (mg,m') <=s Run(sky, pk, 75, m, 1)
55 else

s6  (mw,m’) s Fake®F (pk, 7§, m, u, auz, )
51 Q] = (m,m)

s K[rg] < 7. K

59 return m’

CHALLHONINIT(U, V, infocreate, i, TC):

60 if U € C /) do not allow challenging a party under A’s control
61 return |

62 my.oid <— U;  7y.pid <~V

63 my.oid < V;  my.pid < U

64 my.role < initiator; 7y .role <— responder

65 m1 < (create, infocreate)

66 (1, -y fhny,) < 1
67 for i € [1, 3,y — 1} until ny, if nyy, is odd

68 ifb=0

69 (7, mit1) <8 Run(sky,, pk, 7y, mi, 1)

70 else

71 (g, Mig1) < Fake®F (pk, mr, ma, i, auz, 7o)
72 (my,miy2) < Run(sky,, pk, 7y, mit1, pit1; 7o)
73 Qry] = (ma)iZ; Kmy] « my. K

74 return (Q[my], K[my])
CHALLHONRESP(U, V, infocreate, i, 7 ):

75 if V€ C' J/ a6 not allow challensing a party under A’s control
76 return L

77 my.oid <= U; my.pid <V

78 my.0id < V;  my.pid <~ U

79 my.role <— initiator; 7y .role <— responder

80 my <« (create, infocreate)

81 (1, .oy fhngy, ) < M

g2 for i € [].7 3, ey My, — ]_} // until nyy if gy, is odd

83 (my, mit1) < Run(sky, pk, 7y, mi, pi; re)

ga ifb=0

85 (my, mit2) <8 Run(sky,, pk, Ty, mit1, fit1)

86  else

87 (v, Mig2) <8 Fake®F (pk, 7Ty, Mit1, fit1, QUT, TC)
88 Qmy] = (ma)iy; Klmy] < my K

8o return (Q[my ], K[my])

Fig. 12. The challenge oracles for the deniability game in Definition [5] separate from
Figure [TT] for space reasons. The suffix of the oracle name indicates as which party the
oracle acts. The infix HON indicates that this oracle enforces semi-honest behavior of
the adversary.
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Fake(pk,m,m = (A, X), u, auz, rc):

11 m.pid:=4, A:= ltpk[A]

12 (a,wrsk;w) := extract from SK(7)
| S —

13 z = from TC // Alice’s ephemeral secret key
Fake(pk = (Itpk, sspk), ™, m, u, auz,rc): 14 X :f,g:
1 (create, (ssid, type)) :=m 15 (B“LVkBJ) i= ltpk[m.oid], S :=m.sspk
2 B:= m.oid 16 Y (= 71'.Cid[4] Bob’s ephemeral public key
3 7.(pid, sspk, type) := (x, sspk, type) 17 d:= ho(A4, X)
4 sspk = sspkg[ssid] 18 if Y # 1 // full handshake
5 ¢ := from auz for sspk 19 e1:=hi(B,Y,S)
6 if type = full 20 ez :=ha(B,Y,S5)
7 y<sZy, epky :=g¥ 21 DH := (Y Be1ge2)xtde
s else epky := L 22 ctat:=(A,B,S,Y, X)
9 m := (B, sspk, epkg, [Er]) 23 m.K:= KDF(ctzt, DH)
10 return (7r7m75) N 24 else //reduced handshake

25 [ hg(B, S)

26 DH := (B®1G)*tde

27 ctat = (A, B, S, X)

28 m.K:= KDF,(ctzt, DH)
29 return (m,¢e,¢)

Fig. 13. The Fake algorithms simulating Bob’s messages (initiator deniability), used
in Theorem 21

learns Alice’s long-term secret key from the SK oracle and Alice’s ephemeral se-
cret key X from the randomness that was previously used to create Alice’s mes-
sage. Finally, the Fake algorithm computes the session key with Alice’s ephemeral
and long-term secret keys.

Since Fake produces a transcript and session key in the same way as Run,
the distinguisher cannot have an advantage in winning its game, even if the
distinguisher has access to all long-term and semi-static secret keys.

Next is responder (Alice) deniability.

Proof (of Theorem @ We give the Fake algorithm in Figure

The Fake algorithm verifies Bob’s signature on the semi-static key. Next,
it learns Bob’s long-term and semi-static secret keys from the SK oracle and
Bob’s ephemeral secret key Y from the randomness that was previously used to
create Bob’s message. It samples a fresh ephemeral key X for Alice. Finally, the
Fake algorithm computes the session key with Bob’s ephemeral, semi-static, and
long-term secret keys.

Since Fake produces a transcript and session key in the same way as Run,
the distinguisher cannot have an advantage in winning its game, even if the
distinguisher has access to all long-term and semi-static secret keys.
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Fake(pk = (ltpk, sspk), ™, m, u, auz,rc):

1 (B, sspk, epky) :=m, m.pid := B,
2 (B,wrkajw) = ltpk[B] S := sspk, )/ vrevare Bob's keys
L —d

r= =1
3 (b,\ skg 1, s) := extract from SK(7)
L —d

4 y <+ fromre, Y := epkg

5 if Vf(B, o, sspk) # 1 : return (m,€,€) //verity signature
o [if Vi(vkg, o, ssph) £ 17 roturn (r.2, <))

7 A= ltpk[A} // prepare Alice’s keys

8 x<4s8ZLp, X:=¢g

9.d:= ho(A, X)

10 if Y 7& 1 full handshake

11 €1 ‘= hl(B,Y,S)

12 €y 1= hz(B,Y, S)

13 DH := (X A%)vterbheas
14 ctat:= (A, B, S, Y, X)
15 7w.K:= KDFy(ctat, DH)
16 else //reduced handshake

17 e1 := h3(B,S)

15 DH := (XA%)erbts

19 ctat := (A, B, S, X)

20  7w.K:= KDF,(ctzt, DH)
1 return (m,e,¢)

N

Fig. 14. The Fake algorithms simulating Alice’s message (responder deniability), used
in Theorem 3



	XHMQV: Better Efficiency and Stronger Security for Signal's Initial Handshake based on HMQV 

